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Lightweight (Symmetric) Cryptography

m  Secure constrained devices: /ﬂ‘ — Q
low energy, low area, low latency, ... h - | | > o,
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= Symmetric crypto like AES is / \
already quite lightweight \i ;/
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Lightweight (Symmetric) Cryptography

m  Secure constrained devices: /ﬂ‘ _ Q
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Competitions for Lightweight Cryptography

CAESAR Competition for Authenticated Encryption: Security, Applicability, Robustness
&fe Use-case 1: Lightweight cryptography

@ Use-case 2: High SW performance

.ﬁ Use-case 3: Robustness

2013 2014 2015 2016 2018 2019 w
| 1 1 1 1 ]
Call Round1l Round2 Round3 Finalists  Portfolio
NIST LWC LightWeight Cryptography Standardization Process

&4 Authenticated Encryption (AEAD)
Y Hashing (optional)

20|l8 20|l9 20|19 N ler

Call Round 1 Round 2 - Standurds and Tochaslogy

. . U.S. Department of Commerce
56 candidates 32 candidates r
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FlexAEAD

= isan AEAD design by Marsola do Nascimento and Moreira Xexéo
= was a Round-1 candidate in the NIST LWC competition [NX19a]

= evolved from the previously published design F1exAE [NX17]

= uses a non-ideal (distinguishable) internal block cipher PFx as its primitive

= s still claimed to be secure since data traverses multiple block cipher calls



Main Results

We show that the designers’ claim is incorrect and derive attacks:

= We introduce differences not only via the data, but via the mode’s control flow.
= We exploit a strong differential clustering effect in the block cipher.

= We propose forgery attacks on all F1exAEAD variants and FlexAE:

Key size | Tagsize | — log,(Success probability)

FlexAEAD-64 128 bits | 64 bits | 46 (with 1 short CP query)

FlexAEAD-128 | 128 bits | 128 bits | 54 (with 1 short CP query)

FlexAEAD-256 | 256 bits | 256 bits | 70 (with 1 short CP query)
54 (

FlexAE-64-128 | 128 bits | 64 bits with 0 queries!)

= We discuss some additional problems of the mode (easier to fix).
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Authenticated Encryption with Associated Data (AEAD)

f 0B %
N A C T
9)%7 @_’m!)‘ QE ‘m@ OI‘A

N A P cT NACT

An AEAD scheme defines an authenticated encryption function A&, that maps
a key K, nonce N, associated data A, and message P to a ciphertext C and tag T.
Its verified decryption function ADy returns either the message P or an error L.

AEx FE X F) x Ty x Ty — Ty xFy, AEK(N,A,P)=C,T
ADy i Fs x F) x Ty x Fy x Fy = F;,  ADk(N,A,C,T) =P
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Authenticated Encryption with Associated Data (AEAD)

f 0B %
N A C T
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N A P cT NACT

An AEAD scheme defines an authenticated encryption function A&, that maps
a key K, nonce N, associated data A, and message P to a ciphertext C and tag T.
Its verified decryption function ADy returns either the message P or an error L.

Ak FE XTI x Fi x Fy - Fi x FL, AEK(N,AP)=C, T
ADy i FA x F2 x 3 x F x FL — F;,  ADK(N,A,C,T) =P
Goal: protect the confidentiality of P and the authenticity of P and A.
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FlexAEAD’s Internal Block Cipher PFg

= Block size € {64,128, 256} bits
Key size € {128,256, 512} bits

= Even-Mansour construction with
whitening keys Ky || Ks = K

= re{5,6,7}rounds for
FlexAEAD-{64, 128,256}

Repeat r times.

m Linear layer: Shuffling of
4-bit nibbles

m  S-box layer: 8-bit AES S-box
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FlexAEAD’s Mode of Operation [NX19a] (slightly simplified)

,Tﬁ 0 Aot @ last block
5 Sno1 5 ]Sn }—»EVB ]Sner,l a» full or not?

U '
call i+1 times

0O

o

<« 5

@

= Keys Ky, ..., Kz derived from master key % % "?
.
= Counters derived from [ N, K, i Co Cm-1 T

= Block cipher @2, increment @EE»
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Differential Cryptanalysis [Bs90]

Differential

AX=X"DX
Ex

(] |

AY =YY

Derivative for AX = a:
ALE(X) = EX @ a) ® E(X)
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Differential Cryptanalysis [Bs90]

Diff. Characteristic

AX=X"DX

(51 EK
i

0

AY =YY

Derivative for AX = a:
ALE(X) = EX @ a) ® E(X)
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Differential Cryptanalysis [Bs90]

Diff. Characteristic Attack Goals
AX=X"DX AX AX
51 EK EK EK
i . u
Rnd B B
nl, Ay ul] Ay ]
0
Derivative for AX = a: Key recovery Collision / Forgery

ALE(X) = E(X & o) @ E(X)
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Differential Cryptanalysis of F1exAEAD
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Designers’ Security Arguments

At least 2 active S-boxes per round in any characteristic
= Maximum differential probability of the AES S-box is 275
= Differences in pass through 3 r rounds (PF3) before attacker gets

= 3r-2-(—6)is much smaller than the blocksize in each variant,
so differential cryptanalysis gives no advantage over generic attacks
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Differences in the Counter Sequence
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Consider the difference between

two counters, say, and

@IEP» adds +1 to every 32-bit
subword (little-endian integer)

Equivalent to 1 with probability %
272,274,278 for FlexAEAD-{64, 128,256}

E.g., for PFx in FlexAEAD-64, consider
A;, = 01000000 01000000 —
Aoyt = 777
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Finding Differential Characteristics for PFy
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Finding Differential Characteristics for PFy

?10000000100000(‘) Find a “nibble-truncated” characteristic with
0011000006000000 Mixed-Integer Linear Programming (MILP)

. .

00000000 = 2 binary variables (b, br) per byte b
00110000 : : 3 :
SHSS) = 1binaryvariable s per S-box, 1 x per nibble Xor
00700000

) c.=a,db.: 2-x<a, « <3

00700000 - @ XS0, +bi 6 <3-x

SHESIS) m b=3S(a): a +ag+b +bg<4-s,
?0?0000000?0000(‘) 2.s<a +ag 2-5s<b,+bg
0000770000000000 N

= Minimize sum of 7 - s for all S-boxes (bound)

) 00000000
00007700

SISES]

AN AN 12/20



Finding Differential Characteristics for PFy

?10000000100000(‘) Find a “nibble-truncated” characteristic with
0011000006000000 Mixed-Integer Linear Programming (MILP)

. .

00000000 = 2 binary variables (b, br) per byte b
00110000 : : 3 :
SHSS) = 1binaryvariable s per S-box, 1 x per nibble Xor
00400000

® x — Uy b*: 2-x< * * * <3-

50255000 m o, =0.D x<a,+b,+c,<3-x

8 L b:S(G) GL+GR+bL+bR§4'5,
(‘)04000000010000(‘) 2.s<a +ag 2-5s<b,+bg
0000410000000000 N

= Minimize sum of 7 - s for all S-boxes (bound)

) 00000000
00004100 Find a bitwise characteristic with SAT solver
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Clustering Differential Characteristics for PFx

?10000000100000(‘) Find a “nibble-truncated” characteristic with
0011000006000000 Mixed-Integer Linear Programming (MILP)

. .

00000000 = 2 binary variables (b, br) per byte b
= 1 binaryvariable s per S-box, 1 x per nibble Xor
00%00000

® x — Uy b*: 2-x< * * * <3-

50r 2000 m o, =0.D x<a,+b,+c,<3-x

SHESIS) m b=3S(a): a +ag+b +bg<4-s,
0010900000+00600 2.s<a tag 2-5< b+ b
0000%*0000000000 o

= Minimize sumof4 - (2s — b, — bg) for all S-boxes

) 00000000

0000%+00 Fix suitable bitwise input/output differential (easy)
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00006400

00002000

000020000000d400

Flex-64: 256

00000000006¢0000
SSISISISFISIS)
0000000000330000

00000000

FlexAEAD-128: 2 "7

| |
0606060000000006060606000000000000000092000009000000000003090000
(SISISIHISISISISISISISISISISIS)

00000000000000000000000000000050

00000000000000000000000000000050

FlexAEAD-256; 2108
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06%+000009000000
SISISIS)
00000000

00+00000
§SEY)

Flex-64: 246

0000000000%*0000
SSISISISFISIS)
0000000000xx0000

0000000000xx000000000000002z0000

FlexAEAD-128: 24

| |
06060600000000060606000000000000000000%+030300000000000003090000
(SISISSISISISISISISISISISISIS)

000000000000000000000000000000xx

000000000000000000000000000000xx00

FlexAEAD-256; 2~ /0
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Forgery Attacks for F1exAEAD - Example: Ciphertext Swap
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Forgery Attacks for F1exAEAD - Example: Ciphertext Swap

A4

> | a»
> Zkin N
<o, D

= Query[ NYand[ P @[ P = Aqy % % ’_l_,ﬁ
= Withprob.p,| So [ @] S1 [ = Aou [ T

i
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Forgery Attacks for F1exAEAD - Example: Ciphertext Swap

| QueryandEB Pl Aout % % ’_l_lﬁ
T

A A in
= Withprob. p,| So |&[ S1 | = Ao “—’CO f G
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Forgery Attacks for F1exAEAD - Example: Ciphertext Swap

= Query[ Nand ® = Aout % %
Ain
= With prob. p,| So |®[ S1 | = Ao f

= Then ([CY||[ &Y, [ T) is avalid ciphertext-tag pair with nonce!
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Forgery Attacks for FlexAE - Example: Zero-Query Forgery

= Original FlexAE is simpler (PF%, not PF3)

= Forgeries with 0 encryption queries:

Let A, = 1010101010101010
Ayt = 01000000 1000000

Pick any| NYand
Set[ T =[N ® Lou

®  Success probability A;, — Ayt is
> 27%* for FlexAE-64-128
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Discussion and Conclusion



Further Comments

= Experimental verification suggests that the success probability is even higher
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Further Comments

= Experimental verification suggests that the success probability is even higher

= The designers were aware of high-probability characteristics for PF,
but (incorrectly) argued that only PF o PF o PF is relevant

= This could be fixed with (much) more rounds for PF or a better diffusion layer

= The mode has some other bugs that lead to trivial attacks, but are easy to fix
(domain separation, zero-length input, padding [Meg19], long messages, ...)
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Related Work

= Other, independent cryptanalysis:

m  Truncated differential and Yoyo distinguisher on PFx [RSP19a; RSP19b]
= Simple padding domain separation attack for associated data [Meg19]

=  Tweaks proposed by the designers [NX19¢; NX19b]:

m  Changing the increment in INC32 from 0x00000001 to Ox11111111
= Reducing data limits to at most 232 blocks per encryption
m  Modifying the associated data padding and domain separation

= Strengthening the linear layer
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Conclusion

= We show forgery attacks against the NIST LWC Round-1 candidate F1exAEAD
and its predecessor F1exAE

= Some of the attacks have practical complexity (ymmv)

= We exploit high-probability clusters of differential characteristics for PFy
instead of PFy o PF o PFy as analyzed by the designers

= The designers proposed many fixes which may mitigate most attacks

m  FlexAFEAD did not make it to Round 2 of NIST LWC
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Questions
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