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Abstract. Hardware implementations of cryptographic algorithms are
still vulnerable to side-channel attacks. Side-channel attacks that are
based on multiple measurements of the same operation can be countered by employing masking techniques. In the presence of glitches, most
of the currently known masking techniques still leak information during the computation of non-linear functions. We discuss a recently introduced masking method which is based on secret sharing and results
in implementations that are provable resistant against first-order sidechannel attacks, even in the presence of glitches. We reduce the hardware
requirements of this method and show how to derive provable secure implementations of some non-linear building blocks for cryptographic algorithms. Finally, we provide a provable secure implementation of the
block cipher Noekeon and verify the results.
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1

Introduction

Side-channel analysis exploits the information leaked during the computation of
a cryptographic algorithm. The most common technique is to analyze the power
consumption of a cryptographic device using differential power analysis (DPA)
[13]. This side-channel attack exploits the correlation between the instantaneous
power consumption of a device and the intermediate results of a cryptographic
algorithm. A years-long sequence of increasingly secure designs and increasingly
sophisticated attack methods breaking again these designs suggests that the
problem won’t be solved easily. Therefore, securing hardware implementations
against advanced DPA attacks is still an active field of research.
In order to counteract DPA attacks several different approaches have been
proposed. The general approach is to make the intermediate results of the cryptographic algorithm independent of the secret key. Circuit design approaches
?
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[26,27] try to remove the root of the side-channel leakage by balancing the power
consumption of different data values. However, even small remaining asymmetries make a DPA possible. Another method is to randomize the intermediate
values of an algorithm by masking them. This can be done at the algorithm level
[2,4,9,20], at the gate level [10,28] or even in combination with circuit design approaches [21].
However, recent attacks have shown that masked hardware implementations
(contrary to software implementations [24,23]) can still be attacked using even
first-order DPA. The problem of most masking approaches is that they were designed and proven secure in the assumption that the output of each gate switches
only once per clock cycle. Instead, glitches [22] occur in combinational CMOS circuits and each signal switches several times. Due to these glitches, these circuits
are vulnerable to DPA attacks [15,16]. Furthermore, the amount of information leaked cannot be easily determined from the mathematical description of a
masked function. It depends too much on the used hardware technology and the
way the circuit is actually placed on a chip.
All these approaches start from compact but rather insecure implementations. Subsequently the designers try to solve the known security issues by adding
as little hardware as possible. In [19] and in this paper, a different type of approach is followed. The idea is to first start from a very secure implementation
and then, make this approach more practical by minimizing the hardware requirements while still maintaining the security level. The approach is based on
only a single assumption about the implementation technology, namely: the existence of memory cells that completely isolate the switching characteristics of
their inputs from their outputs (e.g. registers). Therefore, it holds for both, FPGAs and ASICs. Secret sharing schemes and techniques from multiparty computation are used to construct combinational logic which is completely independent
of the unmasked values.
In this approach the hardware requirements increase with the number of
shares and for each non-linear part of a circuit at least three shares (or masks)
are needed. Constructing secure implementations of arbitrary functions using
only a small number of shares, is a difficult task. In [19] the inversion in GF(16)
has been implemented using 5 shares. In this paper we analyze which basic nonlinear functions can be securely implemented using only three shares and present
a method how to construct such shared Boolean functions. We show that the
multiplication in GF(4) and the block cipher Noekeon can be implemented using
three shares as well and present the first verification of this method based on
computer simulations.
In the next section we give a short overview on simulation based DPA attacks
to motivate sharing. Section 3 reformulates and extends the sharing approach of
[19]. In Sect. 4 we show which non-linear functions can be securely implemented
using three shares. In Sect. 5 we give a provable secure implementation of the
S-box of the block cipher Noekeon using three shares. Computer simulations
confirm that this shared S-box is not vulnerable to DPA, even in the presence
of glitches.
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DPA Attacks on Masking

Masking is a side-channel countermeasure which tries to randomize the intermediate values of a cryptographic algorithm [18]. Then, the (randomized) power
consumption does not correlate with the intermediate values anymore. The most
common masking scheme is Boolean or linear masking where the mask is added
by an XOR operation. However, one problem of masking is that cryptographic
algorithms like AES [7] or ARIA [14] combine linear and non-linear functions.
Thus, many different hardware masking schemes and masked gates have been
proposed [2,4,20,29] but all of them have been broken already [1,9,16,30]. Even
though no wire carries an unmasked value, the power consumption correlates
with the unmasked intermediate results of the algorithm.
2.1

Glitches

The problem of these hardware masking schemes is that the effect of glitches has
not been considered. Glitches have first been analyzed in [15] and a technique to
model glitches has been presented in [25]. Glitches occur because the signals of a
combinational circuit can switch more than once if an input changes. The amount
of glitches depends on the specific hardware implementation and on the input
values of a combinational logic. Since the power consumption of CMOS circuits
strongly depends on the amount of glitches, it depends on all inputs as well.
The reason why most masking schemes can be attacked is that they combine
masks and masked values into the same combinational logic. Since they are
not processed independently, it depends on the actual hardware implementation
whether a design is secure and cannot be proven during the design process.
2.2

Simulation Based Attacks and Gate Delays

Although it is difficult to verify whether a design or a masking scheme is secure,
different simulation techniques have been developed to verify the security of a
design. A simple method to analyze a design is by using the assumption that
there is no delay at the inputs and inside of a combinational logic. In this case,
each signal and output switches at most once and even simple masking schemes
are secure using this model. However, in [17] it has been shown by means of
computer simulations, that most masked gates can be attacked if the input
signals of the combinational logic arrive at different moments in time.
In [8] a model is used where each of the n input signals of a gate can arrive at
a different time. Thus, the output can switch up to n times. Although the model
does not allow delays inside the gate it takes glitches into account. In their paper
a gate is defined to be G-equivalent, if there is no correlation between the number
of output transitions and the unmasked value. Since it is not possible to build
any non-linear gate which is G-equivalent using standard masking, the weakened
requirement of semi-G-equivalence has been defined. Using this notation it is
possible to define non-linear masked gates which can be used to build arbitrary
circuits. However, the big disadvantage of this method is that semi-G-equivalent
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circuits still have routing constraints and it depends on the implementation
whether a circuit is secure.
Another disadvantage of the previous model is that it does not take delays
inside the gate into account. Therefore, a more detailed power consumption
model is to count all transitions which occur in a combinational logic. A common
method is to use unit delay for all gates and an even more accurate method is
to derive the delay of a circuit by back-annotated netlists [12]. In this case,
different timing information for different gates and wire lengths are considered.
Most secure masking schemes can be broken by performing attacks based on
these simulations.
However, none of these methods can prove that a circuit is secure in the
presence of glitches because each method takes only special cases into account.
Therefore, these methods can only be used to attack masking schemes. In the
following sections we examine a masking scheme based on secret sharing which
is provable secure in the presence of glitches.

3

Sharing

In this section we recall the most important elements of the approach in [19].
The idea is to build combinational blocks which are completely independent of
the unmasked values. This can be achieved by avoiding that masked values and
masks are used as an input to the same combinational circuit. Each function is
shared into combinational blocks which are independent of at least one share.
Hence, also the number of glitches and the power consumption is independent of
any unmasked value. This method can be extended to counter even higher-order
attacks by increasing the number of shares [19].
3.1

Terminology

We denote a vector of s shares xi L
by x = (x1 , x2 , . . . , xs ) and split a variable x
into s additive shares xi with x = i xi . Since we are only using linear or XOR
masking, the addition x + y is always computed over GF(2n ) in the remainder
of this paper. Further, we will only use (s, s) secret sharing schemes, hence all
s shares are needed in order to determine x uniquely. More precisely, we use
secret sharing schemes where the conditional probability distribution Pr(x|x) is
uniform for every possible sharing vector X = (X1 , X2 , . . . , Xs ):
M
Xi )
(1)
Pr(x = X) = c Pr(x =
i

P
with c a normalization constant, which ensures that X Pr(x = X) = 1. In
words, any bias present in the joint distribution of the shares x is only due to
a bias in the distribution of the unshared variable x. This means, that for each
unshared
L value of x, all possible sharing vectors X = (X1 , X2 , . . . , Xs ) with
x = i Xi need to occur equally likely.
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Realization

Assume we want to implement a vectorial Boolean function z = f(x) with the
n-bit input x and the m-bit output z. Then we need a set of functions fi which
together compute the output of f. We call this a realization and get the following
property:
Property 1 (Correctness [19]). Let z = f(x) be a vectorial Boolean function.
Then the set of functions fi (x) is a realization of f if and only if
z = f(x) =

s
M

fi (x)

(2)

i=1

for all shares x satisfying

Ls

i=1

xi = x.

Alternatively, we will denote the n components of x by (a, b, . . . ) and the
m components of z by (e, f, . . . ). We define the vectorial Boolean function of
z = f(x) by:
(e, f, . . . ) = f(a, b, . . . )
(3)
and its m Boolean component functions f j (x) of f(x) as follows:
e = f 1 (x) = f 1 (a, b, . . . )
f = f 2 (x) = f 2 (a, b, . . . )

(4)

To construct a shared implementation of the function f, each element of the
input x and of the result z is divided into s shares. To divide the function f, we
need to split each component function f j into s shared functions with:
e = e1 + · · · + es = f 1 ((a1 + · · · + as ), (b1 + · · · + bs ), . . . )
f = f1 + · · · + fs = f 2 ((a1 + · · · + as ), (b1 + · · · + bs ), . . . )
3.3

(5)

Non-completeness

The next property is important to prove the security of a realization of a function.
We denote the reduced vector (x1 , . . . , xi−1 , xi+1 , . . . , xs ) by xi .
Property 2 (Non-completeness [19]). Every function is independent of at least
one share of the input variable x and consequently, independent of at least
one share of each component. Without loss of generality, we require that zi is
independent of xi :
z1 = f1 (x2 , x3 , . . . , xs ) = f1 (a1 , b1 , . . . )
z2 = f2 (x1 , x3 , . . . , xs ) = f2 (a2 , b2 , . . . )
...
zs = fs (x1 , x2 , . . . , xs−1 ) = fs (as , bs , . . . )

(6)
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Theorem 2 and Theorem 3 of [19] are essential. These theorems state that the
shared components fi of a function z = f(x) are independent of the input x and
output z, as long as the shared realization satisfies Property 2 and the input
vectors satisfy (1). Therefore, also the mean power consumption, or any other
characteristic of an implementation of each component fi is independent of the
unmasked values x and z, even in the presence of glitches or the delayed arrival
time of some inputs. More general, to counter DPA attacks of order r, each
shared component function needs to be independent of at least r shares.
When partitioning each Boolean component function f j , we need to ensure
that Property 2 is satisfied for each component. As we have defined in Property 2,
each output share with index i needs to be independent of all input shares with
the same index i, namely independent of ai , bi , . . .
ei = fi1 (ai , bi , . . . )
fi = fi2 (ai , bi , . . . )
3.4

Uniform

In principle, Property 2 is sufficient to construct secure implementations of arbitrary (vectorial) Boolean functions. However, the number of required shares,
and thereby the size of the circuit, grows rapidly with the algebraic degree of
the function. This can be reduced by splitting the function into stages. The
only requirement is that the switching characteristics between each stage are
isolated. This can be achieved by a pipelined implementation, where the different stages are separated by registers or latches. In order to design the different
stages separately, we need to ensure (1) for the input shares x of each stage.
Since every output of a stage is used as the input in the next stage we need to
make assumptions about the probability distribution of the output shares z of a
shared function as well. The following property ensures that if the input-share
distribution satisfies (1), also the output-share distribution does:
Property 3 (Uniform [19]). 1 A realization of z = f(x) is uniform, if for all
distributions of the inputs x and for all input share distributions satisfying (1),
the conditional probability
M
Pr(z = Z|z =
Zi )
(7)
i

is constant.

4

Sharing Non-Linear Functions using 3 Shares

In [19] it has been proven, that at least three shares are needed to fulfill Property 2 for any non-linear function. However, in their paper the best result was a
1

This property is called Balance instead of Uniform in [19].
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uniform implementation for the inversion in GF(16) using 5 shares. In this section we analyze which basic non-linear functions can be shared using only three
shares and present a method to construct them, such that all three properties
are fulfilled. Finally, we show how the multiplication in GF(4), which is often
used in the implementation of the AES S-box [5], can be successfully shared
using three shares.

4.1

Constructing Non-linear Shared Functions

We construct non-linear shared functions by splitting the shared function, such
that only Property 1 and 2 are fulfilled first. In [19] it has been proven that this
is always possible for any function of algebraic degree two. If we continue with
the notation of Sect. 3.3 terms of degree two can only be placed in the share with
the missing index. For example, the term a1 b2 can only be a part of function (or
share) f3 since f1 has to be independent of a1 and f2 of b2 . However, all linear
terms and quadratic terms with equal index i can be placed in one of the two
shared functions f j with i 6= j.
Usually, Property 3 is not fulfilled after this step. To change the outputshare distribution we can add other terms to the non-complete shared functions.
These correction terms must not violate the first two properties but can be used
to fulfill Property 3. Hence, only a special set of correction terms can be added
to the individual shares. To maintain Property 1, it is only possible to add the
same term to an even number of different shares. This ensures that the correction
terms cancel out after adding the shares. To retain Property 2 we can only add
terms which are independent of at least two shares. Therefore, only linear terms
and terms with equal index i can be used as correction terms.

4.2

Sharing Non-linear Functions with 2 Inputs

In [19] it has been shown that no shared AND gate using three shares exists
which fulfills all three properties. Note that using any single non-linear gate we
would be able to build arbitrary circuits. Hence, we generalize the idea in this
section.
Theorem 1. No non-linear gate or Boolean function with two inputs and one
output can be shared using three shares.
Proof. All non-linear Boolean functions with two inputs and one output can
be defined in algebraic normal form (ANF) by the following 8 functions with
parameters k0 , k1 , k2 ∈ {0, 1} and index i = k0 · 4 + k1 · 2 + k2 :
fi (a, b) = k0 + k1 a + k2 b + ab.

(8)
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To share these non-linear Boolean functions using three shares, we first split
the inputs a and b into three shares and get the following functions:
e1 + e2 + e3 = fi (a1 + a2 + a3 , b1 + b2 + b3 )
= k0 + k1 (a1 + a2 + a3 ) + k2 (b1 + b2 + b3 )
+ (a1 + a2 + a3 ) · (b1 + b2 + b3 )
= k0 + k1 (a1 + a2 + a3 ) + k2 (b1 + b2 + b3 )
+ a1 b1 + a1 b2 + a1 b3 + a2 b1 + a2 b2 + a2 b3 + a3 b1 + a3 b2 + a3 b3 .
Then, terms with different indices are placed into the share with the missing
index and the share for all other terms can be chosen freely.
To satisfy Property 3, the shared-output distribution of (e1 , e2 , e3 ) needs to be
uniform for each unshared input value (a, b). In other words, each possible shared
output value has to occur equally likely.The input of the unshared functions can
take the 4 values (a, b) ∈ {00, 01, 10, 11}. In the case of the shared multiplication
with f (a, b) = ab, we get for the input (a, b) = 00 the output e = e1 + e2 + e3 = 0
and the distribution of its shared output values (e1 , e2 , e3 ) ∈ {000, 011, 101, 110}
has to be uniform.
For each of the 8 non-linear functions all possible correction terms are the
constant term, the 6 linear terms a1 , a2 , a3 , b1 , b2 , b3 and the 3 quadratic terms
a1 b1 , a2 b2 , a3 b3 . Due to the small number of correction terms we can evaluate
all possibilities and prove that no combinations leads to a uniform shared representation. It follows that a shared non-linear function with 2 inputs, one output
and 3 shares does not exist.
t
u
4.3

Sharing Non-linear Functions with 3 Inputs

The result of the previous section leads to the question if there are any non-linear
functions that can be shared using three shares. To answer this question we look
at the class of non-linear Boolean functions with 3 inputs and one output bit:
fi (a, b, c) = k0 + k1 a + k2 b + k3 c + k4 ab + k5 ac + k6 bc + k7 abc

(9)

with k0 , . . . , k7 ∈ {0, 1}. As shown in [19, Theorem 1], a Boolean function of
algebraic degree 3 can never be shared using three shares. Therefore, we always
require k7 = 0. To get a non-linear function at least one of the coefficients with
degree two (k4 , k5 , k6 ) needs to be non-zero and we get 112 non-linear functions.
To share these 112 functions, we split each input and output into three shares
and get:
e1 + e2 + e3 = fi (a1 + a2 + a3 , b1 + b2 + b3 , c1 + c2 + c3 )
= k0 + k1 (a1 + a2 + a3 ) + k2 (b1 + b2 + b3 ) + k3 (c1 + c2 + c3 )
+ k4 (a1 b1 + a1 b2 + a1 b3 + a2 b1 + a2 b2 + a2 b3 + a3 b1 + a3 b2 + a3 b3 )
+ k5 (a1 c1 + a1 c2 + a1 c3 + a2 c1 + a2 c2 + a2 c3 + a3 c1 + a3 c2 + a3 c3 )
+ k6 (b1 c1 + b1 c2 + b1 c3 + b2 c1 + b2 c2 + b2 c3 + b3 c1 + b3 c2 + b3 c3 )
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These functions can be shared using the same method as in the previous section
but we can now use the following 22 correction terms:
linear:

1, a1 , a2 , a3 , b1 , b2 , b3 , c1 , c2 , c3

degree 2:

a1 b1 , a2 b2 , a3 b3 , a1 c1 , a2 c2 , a3 c3 , b1 c1 , b2 c2 , b3 c3

degree 3:

a1 b1 c1 , a2 b2 c2 , a3 b3 c3

By adding at least three correction terms, many uniform shared functions for all
of the 112 non-linear functions can be found.
4.4

Shared Multiplication in GF(4)

In this section we show that the multiplication in GF(4) can be successfully
shared using three shares. We have implemented the multiplication in GF(4)
using normal bases. The used normal basis is (v, v 2 ) and the two elements are
represented by v = 01 and v 2 = 10. The zero element is represented by 00 and
the one element by 11. We define the multiplication in GF(4) using this normal
basis by:
(e, f ) = (a, b) × (c, d)
e = ac + (a + b)(c + d)
f = bd + (a + b)(c + d)
and get the following multiplication tables:
×
0
1
v
v2

0
0
0
0
0

1
0
1
v
v2

v
0
v
v2
1

v2
0
v2
1
v

×
00
11
01
10

00
00
00
00
00

11
00
11
01
10

01
00
01
10
11

10
00
10
11
01

To construct a shared multiplication in GF(4), each of the 4 inputs a, b, c
and d and the results e and f are divided into three shares:
(e1 + e2 + e3 ) = (a1 + a2 + a3 )(c1 + c2 + c3 )
+ ((a1 + a2 + a3 ) + (b1 + b2 + b3 ))((c1 + c2 + c3 ) + (d1 + d2 + d3 ))
(f1 + f2 + f3 ) = (b1 + b2 + b3 )(d1 + d2 + d3 )
+ ((a1 + a2 + a3 ) + (b1 + b2 + b3 ))((c1 + c2 + c3 ) + (d1 + d2 + d3 ))
After expanding the multiplication formulae, each term of the two component
functions is placed into one of the three output shares (see App. A). Since the
multiplication in GF(4) consists only of quadratic terms it is always possible to
fulfill Property 2.
To fulfill Property 3 we need a uniform output-share distribution for each of
the 16 unshared input values (a, b, c, d). For example, the input (a, b, c, d) = 0111
results in the output (e, f ) = 01. The shared result is uniform, if each possible
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value of (e1 , e2 , e3 , f1 , f2 , f3 ) with e1 + e2 + e3 = 0 and f1 + f2 + f3 = 1 occurs
equally likely. We have 24 unshared and 212 shared input values and hence, we
get 212−4 = 28 values for each unshared output (e, f ). Since two bits of the
shares (e1 , e2 , e3 , f1 , f2 , f3 ) have already been determined, each of the remaining
24 shares has to occur 28−4 = 24 times.
The input of the shared multiplication are the 12 variables ai , bi , ci and
di with i ∈ {1, 2, 3}. When searching for uniform functions, we can add only
correction terms which have the same index i in all of its elements. We get 1
constant, 4 linear and 6 quadratic terms, 4 terms of degree 3 and 1 term (ai bi ci di )
of degree 4. This gives 16 possible correction terms for each shared component
function of e and f . The search space of finding a uniform representation can be
reduced by allowing only a limited number of correction terms. Further, ei and fi
are rotation symmetric and each Boolean shared function needs to be balanced.
Using at most 6 linear or quadratic correction terms, we have found thousands of
uniform realizations of the multiplication in GF(4) using three shares. Hence, a
hardware designer has still lots of freedom to choose an efficient implementation
and we give an example for found correction terms in App. A.

5

Noekeon

Noekeon [6] is a block cipher with a block and key length of 128 bits, which
has been designed to counter implementation attacks. It is an iterated cipher
consisting of 16 identical rounds. In each round 5 simple round transformations
are applied. The cipher is completely linear except for the non-linear S-box
Gamma. The linear parts can be protected against first-order DPA using one
mask (two shares), whereas for the non-linear part this is not possible. In this
section we show how the non-linear S-box Gamma can be successfully shared
using 3 shares. Finally, we show that this shared function is secure in the presence
of glitches by performing a simulation based on a back-annotated netlist.
5.1

The S-box Gamma

The non-linear 4-bit S-box Gamma is defined by Table 1) and consists of two
equal non-linear layers N L(x), separated by a linear layer L(x):
S(x) = N L(L(N L(x))

(10)

The non-linear layer (e, f, g, h) = N L(a, b, c, d), which consists of only one AND,
one NOR and two XOR operations, and the linear layer (i, j, k, l) = L(a, b, c, d)
are defined by:
h=d

i=a

g=c

j =a+b+c+d

f = b + ¬(c ∨ d) = 1 + b + c + d + cd

k=b

e = a + (b ∧ c) = a + bc

l=d
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Table 1. The substitution table of the 4-bit S-box Gamma of the block cipher
Noekeon.
x
S(x)

5.2

0
7

1
A

2
2

3
C

4
4

5
8

6
F

7
0

8
5

9
9

A
1

B
E

C
3

D
D

E
B

F
6

Sharing the Noekeon S-box using 3 Shares

Since the algebraic degree of this function is 3, the whole function cannot be
shared using 3 shares. However, if we split Gamma into two stages with algebraic
degree two, we can share it using 3 shares again. We split Gamma after the
linear layer and combine the first non-linear layer with the linear layer to get
y = L(N L(x)) and z = N L(y). This results in less complex formulae and we
get for the ANF of the resulting 8 Boolean component functions (i, j, k, l) =
L(N L(a, b, c, d)) and (e, f, g, h) = N L(i, j, k, l):
i=d

e = i + jk

j = 1 + b + c + d + cd

f = 1 + j + k + l + kl

k = 1 + a + b + bc + cd
l = a + bc

g=k
h=l

To share these functions we need to share the 4 inputs and outputs of each
layer and get 24 shared Boolean functions. We place the terms depending on
their index into the regarding output share which results already in uniform
shared functions for both stages of Gamma. The formulae for the two steps of
the shared Noekeon S-box using three shares are shown in App. B. We have
implemented both the protected and the unprotected Noekeon S-box using a
0.35µm standard cell library [3]. A schematic of the shared Noekeon S-box is
shown in Fig. 1. In a straight forward implementation using just the ANF of
the functions, the protected S-box is approximately 3.5 times larger than the
unprotected S-box (188 gate equivalents compared to 54 gate equivalents). Since
there is room for further improvements and the linear parts of the Noekeon
cipher can be implemented using two shares only, the overall size of the cipher
can still be less than 3.5 times larger. This shows that shared implementations
can already compete with other hardware countermeasures.
5.3

Simulation based on the Transition Count Model

Any shared implementation of these two stages of the S-box with registers in
between is secure even in the presence of glitches. Further, we do not have any
timing constraints or the need for balanced wires. The resulting shared component functions can be implemented on any hardware and optimized in any form,
as long as there is a glitch resistant layer in between and the functionality stays
the same. In order to study the resistance of this implementation in the presence
of glitches, we have synthesized the circuit and performed a simulation of an
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y1 + y2 + y3 =
y = L(NL(x))

x1 + x2 + x3 = x
f3

x1

f2

x2

f1

x3

L NL = f1 + f2 + f3
O

y3

y2

y1
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z1 + z2 + z3 =
z = NL(y)
g1

g2

g3

z1

z2

z3

NL = g1 + g2 + g3

Fig. 1. A schematic of the shared Noekeon S-box using three shares.
attack using the transition count model. We have used a back-annotated netlist
to derive the timing delays. Note that this is only one example of an implementation. However, by computing the correlation coefficient between the unmasked
values and the number of transitions, we can show that the implementation with
registers in between is secure in this model, whereas the implementation without
registers between the two stages is not.
The shared S-box has 12 inputs and outputs. To verify if a circuit is secure we
count the total number of transitions for each possible input transition. Every
input can perform one out of 4 transitions, 0 → 0, 0 → 1, 1 → 0, 1 → 1. Thus, we
need to simulate 412 = 16.777.216 transitions. We do not need to simulate different arrival times since glitches occur due to the internal gate delays. Figure 2
shows the correlation between the number of transitions and the Hamming Distance (HD) of the unmasked values before and after the input transition. The
correlation for both implementations with and without registers between the
two stages is shown. These results demonstrate the DPA resistance of a shared
implementation using three shares in the presence of glitches. However, the final
confirmation for the security of this method can only be provided by an on-chip
implementation which is clearly out of scope of this paper.

6

Conclusion

In the side-channel resistant implementation method proposed in [19] the number of shares grows with the complexity of the function to be protected. Consequently, also the number of gates required increases. In this paper we have analyzed which basic non-linear functions can be securely implemented using the
minimum of three shares and presented a method to construct shared Boolean
functions. We have implemented the block cipher Noekeon using only three
shares by introducing pipelining stages separated by latches or registers. Finally,
we have presented the first verification of this implementation method based on
computer simulations.
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Fig. 2. The correlation of the computer simulated attack on the two implementations of the Noekeon S-box. The solid line shows the result for the S-box without
registers, and the dashed line for the S-box with registers in between the two
stages.

In this work we have shown that it is possible to implement cryptographic
functions using much less hardware requirements than proposed in [19]. By
varying the number of shares between non-linear and linear layers, the hardware requirements for a full cipher can even be further reduced. This makes the
shared implementation method more competitive with other countermeasures
while maintaining its high security level. Future work is to further reduce the
hardware requirements and securely implement more complex non-linear functions such as the AES or ARIA S-boxes [11], which is still a mathematically challenging task. A reasonable trade-off between the number of shares and pipelining
stages needs to be found. Further analysis is required to investigate the practical
resistance of shared implementations against higher-order and template attacks.
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Formulas for the Multiplication in GF(4)

An example of the formulae in ANF for the shared Multiplication in GF(4) using
3 shares together with the correction terms e01 , e02 , e03 and f10 , f20 , f30 :
e1 = a2 d2 + a2 d3 + a3 d2 +

f1 = a2 c2 + a2 c3 + a3 c2 +

b2 c2 + b2 c3 + b3 c2 +

a2 d2 + a2 d3 + a3 d2 +

b2 d2 + b2 d3 + b3 d2

b2 c2 + b2 c3 + b3 c2

e2 = a1 d3 + a3 d1 + a3 d3 +

f2 = a1 c3 + a3 c1 + a3 c3 +

b1 c3 + b3 c1 + b3 c3 +

a1 d3 + a3 d1 + a3 d3 +

b1 d3 + b3 d1 + b3 d3

b1 c3 + b3 c1 + b3 c3

e3 = a1 d1 + a1 d2 + a2 d1 +

f3 = a1 c1 + a1 c2 + a2 c1 +

b1 c1 + b1 c2 + b2 c1 +

a1 d1 + a1 d2 + a2 d1 +

b1 d1 + b1 d2 + b2 d1

b1 c1 + b1 c2 + b2 c1

e01 = a3 + b2 c2 + b3 c3 + a2 c2
e02 = a1 + a3 + d1 + b1 c1 + b3 c3 + a1 d1
e03 = a1 + d1 + b1 c1 + b2 c2 + a2 c2 + a1 d1
f10 = c3 + d3 + a2 c2 + a3 c3 + b2 d2 + b3 d3
f20 = c3 + d1 + d3 + a3 c3 + b1 d1 + b3 d3
f30 = d1 + a2 c2 + b1 d1 + b2 d2
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Formulas for the Noekeon S-box using 3 Shares

The formulae in ANF of the shared Noekeon S-box or non-linear function Gamma
using 3 shares. The first step combines the first non-linear layer with the linear
layer:
i1 = d2
i2 = d3
i3 = d1
j1 = 1 + b2 + c2 + d2 + c2 d2 + c3 d2 + c2 d3
j2 = b3 + c3 + d3 + c3 d1 + c1 d3 + c3 d3
j3 = b1 + c1 + d1 + c1 d1 + c2 d1 + c1 d2
k1 = 1 + a2 + b2 + b2 c2 + b3 c2 + b2 c3 + c2 d2 + c3 d2 + c2 d3
k2 = a3 + b3 + b3 c1 + b1 c3 + b3 c3 + c3 d1 + c1 d3 + c3 d3
k3 = a1 + b1 + b1 c1 + b2 c1 + b1 c2 + c1 d1 + c2 d1 + c1 d2
l1 = a2 + b2 c2 + b3 c2 + b2 c3
l2 = a3 + b3 c1 + b1 c3 + b3 c3
l3 = a1 + b1 c1 + b2 c1 + b1 c2 .
The second step consists only of the second non-linear layer:
e1 = i2 + j2 k2 + j3 k2 + j2 k3
e2 = i 3 + j3 k1 + j1 k3 + j3 k3
e3 = i 1 + j1 k1 + j2 k1 + j1 k2
f1 = 1 + j2 + k2 + l2 + k2 l2 + k3 l2 + k2 l3
f2 = j3 + k3 + l3 + k3 l1 + k1 l3 + k3 l3
f3 = j1 + k1 + l1 + k1 l1 + k2 l1 + k1 l2
g1 = k2
g2 = k3
g3 = k1
h1 = l2
h2 = l3
h3 = l1 .

