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Abstract

Side-channel analysis (SCA) attacks are a powerful
technique to reveal secrets of cryptographic devices due
to implementation weaknesses. In order to make SCA
less effective, countermeasures are integrated in crypto-
graphic devices. In this work, we have built a low-cost
shielding device to enhance SCA measurements. Our
objectives have been to reduce the impact of noise that
is typically caused by surrounding electromagnetic (EM)
radiations. The number of traces in EM measurements
that are needed to succeed an attack has been lowered
significantly from 70 000 to 17 500. Our shielding device
suppresses signals up to several GHz while its develop-
ment costs lie below 300e.
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1 Introduction

The trend of processing and distributing data in elec-
tronic form is driven by the rapid advances in microelec-
tronics and network technology. It is clear that with the
rising amount of data also the quantity of sensitive data
increases. One of the most challenging problems is secu-
rity. Cryptographic algorithms are an indispensable tool
to guarantee authenticity, secrecy, and integrity for digi-
tal data. A basic concept of cryptographic algorithms is
the fact that their security depends on the secrecy of a so-
called key which is only known by entitled parties. Mod-
ern cryptographic algorithms are designed in a way so that
an attacker can not compromise the key by observing in-
put and output of the algorithm.

In practice, cryptographic algorithms have to be imple-
mented on a physical device which also stores the key. Ex-
amples for such devices are PCs, smart cards, embedded
systems or microcontrollers. Even if the algorithms them-
selves are considered to be secure, the implementations
could be vulnerable to so-called implementation attacks.
Besides fault attacks [2, 3], side-channel attacks are a very

important type of implementation attacks. Side-channel
attacks exploit that cryptographic devices emit physical
information which could depend on the secret data. Such
physical side channels are for instance power consump-
tion, electromagnetic emanation, or the time to process
the algorithm. First results of using the timing informa-
tion to extract the key of an RSA [9] implementation have
been published in [5]. Power analysis attacks—first intro-
duced by Kocher [6]—have proven to be a very powerful
type of side-channel attacks. The same dependency of the
emitted information on the secret key as in power analysis
attacks, can be observed in the electromagnetic (EM) em-
anation. This has been shown by Agrawal et al. in [1] and
Gandolfi et al. in [4].

The principle of power and EM attacks is the same. They
only differ in the observed property. In the following, we
will concentrate on EM attacks. To mount a successful
attack, an adversary has to measure the electromagnetic
emissions while the device performs the cryptographic al-
gorithm with the desired secret key. In Simple Electro-
magnetic Analysis (SEMA), the attacker extracts the key
from a single measurement trace (i.e. by visually inspect-
ing the trace). Whereas, in Differential Electromagnetic
Analysis (DEMA) multiple traces are collected to deduce
the secret key. In DEMA attacks, intermediate values of
the algorithm are predicted by using a known input (plain-
text) and a hypothesis for the key. With the help of an em-
anation model of the device, these predicted intermediate
values are then transformed to a predicted emanation. In
the last step, the predicted emanation is statistically com-
pared to the measured EM emanation. The predicted ema-
nation, which fits best, indicates the best predicted values
and therefore the involved secret key. When talking about
power attacks, SEMA is called Simple Power Analysis
(SPA) and DEMA is called Differential Power Analysis
(DPA).

Besides more sophisticated attacks, the research com-
munity also developed countermeasures. There are two
basic approaches for countermeasures, namely masking
and hiding [7]. The goal of masking is to brake the link
between the predicted intermediate values and the values
processed by the device. Hiding seeks to minimize the ef-
fect of the processed values on the emitted side channel.
This means for hiding the Signal-to-Noise Ratio (SNR) is



lowered. Except for more enhanced attacks, which try to
reduce the impact of the countermeasures on the attack,
an adversary can try to rise the SNR. One method, which
helps to rise the SNR, is shielding the measurement setup
from the surrounding EM radiation.

In this article, we will show how a low-cost shielding
environment can improve side-channel attacks, in particu-
lar EM side-channel attacks. We will demonstrate that we
can significantly reduce the number of measurements for a
successful attack. Moreover, we will present our shielding
device and the development in detail.

The rest of this paper is organized as follows. Section 2
will give a basic introduction to side-channel attacks. In
Section 3 the development and evaluation of our shielding
box is explained. The results of attacks in a shielded ver-
sus an unshielded environment are presented in Section 4.
Finally conclusions are drawn in Section 5.

2 Basics of Side-Channel Analysis

The basic idea of side-channel analysis is to deduce the
secret key by observing physical properties of crypto-
graphic devices. The most promising side channels are the
power consumption and the electromagnetic emanation of
such devices. DPA and DEMA attacks make use of this
side channels and exploit that the power consumption of a
cryptographic device depends on the data that it processes.
In fact, the power characteristic differs when processing
different values. By using statistical methods, the extrac-
tion of the secret key becomes possible even if the data
dependency is very weak or overwhelmed by noise.

The first step in a DPA attack is to feed the cryptographic
device with different input values. During the processing
of the input data, power traces are measured for each cal-
culation of the algorithm. In order to increase the mea-
surement performance, only a small section in time is
recorded. In this time, an intermediate result must be
calculated by the device that depends on the secret key.
Next to the acquisition of the power traces, a hypotheti-
cal model is constructed. This model is fed with the same
input data as sent to the cryptographic device. The model
calculates all possible intermediate results that can be pro-
cessed by the device. If, for example, the intermediate
result depends on 8 bits of the secret key, the model gen-
erates 256 hypothetical results. All hypothetical results
are then transformed to hypothetical power-consumption
values. A specific power model has to be chosen that fits
best to the power consumption characteristics of the "real"
device. The Hamming-weight or the Hamming-distance
power model is often used in practice. In the last step of
the attack, the output of the power model, which we fur-
ther denote as H , is compared with the measured power
traces P using statistical methods such as the correlation
coefficient ρ. The correlation coefficient determines the
linear relationship between the two data sets H and P . It
is defined as follows:

ρH,P =
cov(H,P )√

V ar(H) · V ar(P )
, (1)

where cov represents the covariance. The correlation ρ,
which is always between -1 and 1, indicates the degree of
linear dependency between H and P . If the data depen-
dency is high (i.e. the output of the model using the cor-
rect key hypothesis correlates with the measured power
traces), the correlation ρ becomes high at a point in time
when the intermediate result is processed. This indicates
that the correct key hypothesis has been chosen. All other
key hypotheses will have low correlations. In this way,
all secret-key bytes of the cryptographic device can be re-
vealed [7].

In general, the power consumption P of a cryptographic
device is composed of several components. It can be
modeled by the sum of an exploitable power consump-
tion Pexp, noise Pnoise, and a constant power consump-
tion part Pconst:

P = Pexp + Pnoise + Pconst. (2)

The exploitable power consumption Pexp is caused by
the processed data and thus provides side-channel infor-
mation. Noise and the constant power consumption part,
in contrast, do not contain exploitable information.

The SNR is a good measure to characterize the side-
channel leakage of a given attack scenario. It relates
the exploitable power consumption Pexp with the noise
Pnoise by calculating Equation 3:

SNR =
V ar(Pexp)

V ar(PNoise)
. (3)

Next, we further relate the SNR with the correlation co-
efficient (given in Equation 4) which leads us to the fol-
lowing thoughts.

ρ(H,P ) =
ρ(H,Pexp)√

1 + 1
SNR

(4)

First, the SNR and the correlation are proportional to
each other. Increasing the SNR will increase the corre-
lation as well. This is important to succeed an attack es-
pecially for devices which have a low exploitable power
consumption (e.g. devices which include side-channel
countermeasures). Second, in order to increase the SNR,
the noise component of the measurement setup has to
be decreased. This can be done, for example, by filter-
ing or shielding techniques. In this article, we have fo-
cused on such shielding techniques by building a low-cost
electromagnetic-shielding box. The box is capable of de-
creasing the noise of a side-channel measurement setup.
It suppresses disturbing signals of the proximity which
are typically present in laboratories. We show that the
shielded box can be used to drastically reduce the number
of needed power traces. The box is described in Section 3
while the deployed measurement setup is described in the
following.
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Figure 1. Schematic overview of the measurement
setup used for recording power or EM traces.

The measurement setup for power and electromagnetic
analysis is shown in Figure 1. It includes: a digital-storage
oscilloscope, a differential probe, a self-made loop an-
tenna, a PC, a smart card reader, and the device under at-
tack (smart card). For DPA, a differential probe (AP034
from LeCroy) is placed in series to the ground line of
a reader circuit to measure the power consumption of a
smart card using a digital-storage oscilloscope (LeCroy
LC584AM ). For DEMA, a loop antenna is placed di-
rectly upon the reader. A standard PC controls the overall
measurement process. The device under attack is a smart
card including a microcontroller (ATmega163) that imple-
ments the Advanced Encryption Standard (AES) (see [8]
for more details) as a cryptographic algorithm.

3 Building a Low-Cost Shielding Device

In order to lower the noise component of the measure-
ment setup and thus to increase the SNR of the measure-
ments, we have built an electromagnetic-shielding box.
Keeping the costs of the box and the accessory mate-
rials low was an important requirement. However, the
shielding box was not created within a single step but
its construction was divided into several phases. After
each phase, the EM spectrum was analyzed to evaluate
the influence of the individual shielding steps. The EM
spectrum was sensed from 150 kHz to 3 GHz by using
a self-made loop antenna interlinked to a spectrum ana-
lyzer (Rhode & Schwarz ESPI3) via a double-shielded ca-
ble. The antenna consists of two rectangular wire loops
of different size connected in parallel to make the antenna
receptive for a wider frequency range. Lower parts of the
EM spectrum are absorbed by the large wire loop (80 cm
by 34 cm), higher parts by the small wire loop (13 cm by
5.5 cm). The DEMA attacks described in Section 2 have
been performed using this antenna.

As mentioned above, the construction process of the
electromagnetic-shielding box was divided into multiple
phases. Altogether we decided to introduce four phases,
beginning with the evaluation of the unmodified box and

improving it step by step within each phase. Starting point
was a metal box with a plate thickness of 2 mm, measur-
ing 84 cm by 47 cm by 33 cm. The box has a metal cover
that can be reliably closed via two spring locks. In the
first phase, the box has been equipped with a BNC feed
through, allowing the self-made loop antenna to be placed
inside the box while the cover is actually closed. Plug-
ging the loop antenna to the spectrum analyzer via the
feed through makes it possible to compare the EM spec-
trum outside the box with the spectrum recorded inside
the box, regardless whether the cover of the box is opened
or closed. When the loop antenna is positioned on the
bottom inside the box, interfering signals in the lower fre-
quency band (up to 50 MHz) are mostly suppressed even
if the cover is left open. The signals of the radio stations
around 100 MHz are already attenuated by about 30 dB.
Closing the cover has the effect that the radio signals are
stronger suppressed and the amplitudes of the television
signals around 500 MHz are lowered as well. Higher fre-
quencies are not influenced by this first shielding step.

In the second phase, areas of the metal box that seemed
to be leaky for EM signals (e.g. splices) have been
abraded and sealed with adhesive copper tape. The cover
of the box remained untouched. Now, if the cover of the
box is closed, both radio and television signals are com-
pletely suppressed. Significant influence on signals with
higher frequencies such as mobile phones was not ob-
served.

Goal of the third phase was to improve the shielding ca-
pability of the box to get rid of further interfering signals
at high frequencies. This improvement has been achieved
by also abrading and sealing the cover of the box with
adhesive copper tape. Additionally, a conductive sealing
was glued onto the contact area between the box and the
cover. The conductive sealing gets compressed when the
cover is closed via the two spring locks and turns the cover
and the box into a persistent conducting unit. Eliminating
the last remaining source of leakage for interfering EM
signals prevents them from entering the inner area of the
box. Measuring the spectrum of the so finally shielded
box confirms that all interfering EM signals (up to our
measurement limit of 3 GHz) are now entirely suppressed.
Figure 2 shows a comparison of the EM spectrum which
was acquired outside the box (gray trace) and inside the
box (black trace). It shows a quite good shielding property
in a large frequency range. The two steps in the traces at
30 MHz and 1 GHz result from switching between differ-
ent filters inside the spectrum analyzer.

Since our shielding box is used for SCA of cryptographic
devices, several signals like power supply for the DUT,
RS232 interface, and trigger signal have to be provided
inside the box. Thus, depending on the utilized DUT
and the used SCA-measurement technique (DPA attack
or DEMA attack), different numbers and kinds of con-
nectors are required. In order to remain as flexible as
possible and to have only as many signal feed throughs
as necessary (each additional feed through is a potential
source of leakage), we added plug panels in the fourth



10
6

10
7

10
8

10
9

−20

0

20

40

60

Frequency [Hz]

A
m

pl
itu

de
 [d

B
µ

V
]

Figure 2. Comparison of the spectrum outside the
shielding box (gray trace) and inside the shielding box
(black trace).

and last phase. For various measurement setups, specific
plug panels have been built that contain all the required
connectors. According to a specific measurement setup,
the appropriate plug panel is selected and attached to the
box. The plug panel is placed above a cut in the box
and it is fixed with two stable metal frames and several
screws. Only electromagnetic-shielded cables are used to
be connected to a specific plug panel. Moreover, the ca-
bles are equipped with filters to prevent contact-based in-
terferences from entering the shielded area inside the box.
Analysis of the box with an attached plug panel pointed
out that no noticeable degradation of the box’s shielding
capabilities compared to the third phase was detected.

We have tested the shielding effectiveness of the fi-
nal box by using three explicit noise sources. The
noise sources are located at: 13.56 MHz, 868 MHz, and
2.4 GHz. Comparing the spectrum measured outside the
box with the one measured inside the box shows that the
13.56 MHz signal is attenuated by more than 60 dB, the
868 MHz signal by about 50 dB, and the 2.4 GHz signal
by approximately 30 dB. A picture of the final box with
the utilized spectrum analyzer and the DPA measurement
setup, which is described in Section 2, is presented in Fig-
ure 3. Summing up all costs for building such a shielding
device (the plug panels, the cables, the shielding material,
and various consumable material), brings us to an amount
of about 300e.

4 Side-Channel Analysis Results in
Shielded and Unshielded Environments

After building the measurement box and evaluating its
shielding capabilities, we have tested its effectiveness for
improving SCA attacks. Using the measurement setup
described in Section 2, we have conducted DEMA and
DPA attacks inside the shielding box and compared them
against measurements outside the box in an unshielded en-
vironment. First, DEMA attacks have been carried out uti-
lizing the self-made loop antenna to gather the emissions
from the smart card. As mentioned above, the correlation

Figure 3. Shielding box with utilized spectrum ana-
lyzer and DEMA/DPA measurement setup.

coefficient ρ given by Equation 1 has been used to detect
linear dependencies between the intermediate results com-
puted by the smart card during an AES encryption, and
the recorded EM traces. Since the observed intermediate
results are 8-bits long, 256 hypothetical outputs are pos-
sible, whereas only one hypothesis is assumed to be cor-
rect. For all attacks, the Hamming-weight power model
has been selected to estimate the power consumption of
the smart card.

Using more measurements for computing the correla-
tion coefficient ρ, lowers the noise and brings ρ closer
to its expectation. We have acquired 100 000 EM traces
for each experiment to obtain sufficiently accurate results.
For the DEMA attack in an unshielded environment, the
maximum absolute value of the correlation coefficient ρ
for the correct hypothesis converges on 0.02. Conducting
the same measurement inside the shielding box leads to a
maximum absolute correlation coefficient of 0.04 which
is twice as high than before. Figure 4 shows the evolution
of ρ as a function of the number of recorded EM traces
outside the shielding box, whereas Figure 5 illustrates the
evolution of ρ when measuring inside the shielding box.
In both figures the correlation coefficient associated with
the correct hypothesis is printed in black, the remaining
255 incorrect hypotheses are printed in gray. It is clearly
visible that ρ of the incorrect hypotheses is continuously
lowered as the number of recorded EM traces increases.
Consequently, after a certain number of measurements,
the correlation coefficient of the correct hypothesis sticks
out and is clearly distinguishable from all the incorrect hy-
potheses. The number of traces that needs to be acquired
for such a successful attack depends on the value of ρ.
As depicted in [7] a rule of thumb can be used to deter-
mine the number of traces that is approximately required
for a successful attack with high probability (> 99.99%).
Equation 5 illustrates the simplified relation between the
required number of measurements n and the correlation
coefficient ρ. This simplification only holds for small val-
ues of ρ (< 0.2) which is applicable in our case.

n ≈ 28
ρ2

, ρ ≤ 0.2 (5)
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Figure 4. Evolution of the correlation coefficient as a
function of the number of measurements outside the
shielding box.

Entering the two correlation coefficients ρ = 0.02 and
ρ = 0.04 determined during the previous DEMA attacks,
leads to an estimation of the required number of measure-
ments n of 70 000 and 17 500. The quadratic relation
between ρ and n clarifies that doubling the correlation
coefficient when measuring inside the shielded environ-
ment quarters the number of EM traces that needs to be
recorded. Hence, the effectiveness of the DEMA attack is
improved by a factor of 4. The estimated value for the re-
quired number of measurements is marked with a vertical
dotted line in Figure 4 and Figure 5, illustrating that the
estimations coincide quite well with the practical results.

Subsequently to the DEMA attacks, the influence of the
shielding box on DPA attacks has been examined. Also
for DPA attacks, the achievable correlation coefficient
ρ has been increased when performing the attack inside
the shielding box compared to measurements outside the
shielding box (by approximately 0.01). Since for the de-
ployed smart card, the correlation coefficient obtained via
the DPA attack is much higher than with the DEMA at-
tack, the impact of the shielding box is more or less neg-
ligible. In order to demonstrate that the shielding offers
a significant benefit for DPA attacks, the usage of a cryp-
tographic device with an integrated DPA countermeasure
would be required. The correlation coefficient of such de-
vices is innately low, effectuating that even a slight in-
crease of ρ dramatically reduces the number of required
measurements for a successful attack.

Besides a higher correlation coefficient, measuring in-
side a shielded environment increases the reproducibility
of DEMA and DPA attacks. Reproducibility is especially
a concern, if EM-noise producing equipment like switch-
ing power supplies or PCs are located in close proximity
to the measurement setup. If so, DEMA or DPA attacks
can be successful in one case and unsuccessful in another
case. Deploying our shielding box also solves this issue.
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Figure 5. Evolution of the correlation coefficient as
a function of the number of measurements inside the
shielding box.

5 Conclusion

In this work, we have shown how to build a low-cost
shielding device for less than 300e and how it can be
used to enhance SCA attacks. The shielding capability of
our device was evaluated up to 3 GHz, pointing out that
noise sources above 2 GHz were still attenuated by more
then 30 dB. Subsequently, DEMA and DPA attacks were
carried out inside the shielded environment and compared
against measurements outside the shielded environment.
In all cases, the correlation coefficient ρ was increased by
deploying our shielding device. Especially for the DEMA
attacks, where the achievable correlation coefficient was
innately low, the required number of EM traces for a suc-
cessful attack was decreased dramatically from 70 000 to
17 500. We conclude that our low-cost shielding device is
highly suitable not only for improving the effectiveness of
DEMA attacks, but also for enhancing DPA attacks that
are applied to cryptographic devices with integrated DPA
countermeasures.
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