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Abstract—In recent years, fields such as industrial automation,
virtual and augmented reality and autonomous robotics increased
the demand for location-awareness of electronic devices. Image
sensor based inside-out localization and tracking systems are
sufficiently accurate to determine the position and orientation
of electronic devices. Without additional sensors however, these
systems are impaired in reaching high update-rates, handling fast
motions, and tend to be unable to provide localization with low
latency.
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3D positions of fast moving targets at unprecedented framerates. With this work, we aim to close the gap between indoor Fig. 1. The principle of our proposed positioning system. A Time-of-Flight
positioning and motion tracking, enabling a new class of location- 3D imaging system determines its pose by sensing reflective markers.
aware devices.
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In contrast to RADAR, which is already widely used in
the automotive domain for ADAS such as Adaptive Cruise
Control (ACC), is LiDAR not very common in the aumototive
domain yet because of the high costs of the current mechanical
spinning LiDAR systems [5], [6]. One possible key changer
could be the novel 1D MEMS Micro-Scanning LiDAR system
concept, as seen in Figure 2, by Druml et al. which will reduce
the costs to approximately 250 Dollar and enables robust and
safe automated driving functionalities for middle class vehicles
[7]. This novel system is based on a scanning technology

which is enabled by an oscillating MEMS mirror. On the other
hand there are also non-scanning LiDAR systems such as the
diffuse light cone Flash LiDAR system as seen in Figure 2
that are already available on the market.
This publication describes a novel fail-operational, safetycritical Automotive 3D Flash LiDAR system architecture that
enables degradation of specific functions to guarantee the
correct behavior of the system in case of failures. Our provided
solution makes the following fundamental contributions:
• Describing 3D Flash LiDAR degradation possibilities that
enables correct data for other ADAS and ensures safe
driving.
• Providing a prototype that proves feasibility of a novel
fail-operational 3D Flash LiDAR system architecture that
enables degradation from a safety point of view.
• Introducing a novel test platform that is able to verificate
the novel introduced degradation functions of the 3D
Flash LiDAR prototype.
This paper is structured as follows. Section I gives a short
introduction into the topic and what research output is provided by this publication. In Section II, we are providing
information about current challenges and other related work in
the topic of fail-operational 3D Flash LiDAR systems. Section
III introduces our novel fail-operational 3D Flash LiDAR
system architecture that enables degradation of safety-critical
functions. The evaluation and results can be seen in Section
IV such as the Graphical Control Interface that enables the
testing of the novel degradation functions of the implemented
prototype. Finally, we concluded our results in Section V.
II. R ELATED W ORK
The change from traditional controlled vehicles by the driver
to autonomous driving vehicles requires higher safety standards. The discontiunation of the driver as a control backup in
case of a failure will enforce a disruptive change of designing
safe and robust vehicles [8]. Any failure that appears during
driving must be handled by the system itself and is also known
as fail-operational behavior [9], [10]. For this purpose, specific
functions must be degraded to a point at which the vehicle still
can operate in a safe way that decreases the probability of an
accident to the lowest possible limit.
In the next few years, Light Detection and Ranging (LiDAR)
will be one of key sensors for environmental perception in
automated driving vehicles [1], [7]. LiDAR scans the front
scene of the sensor by emiting a laser pulse that is reflected
by the objects of the scenery and is received by a photo diode.
The measurement range from the LiDAR system is primary
defined from the output power of the laser. Because of eye-,
and skin-safety the laser must guarantee a specific maximal
output power. For that reason, the maximal possible distance
is already limitied through that safety specification and can not
be extended by increasing the laser power [7]. One negative
side effect is that the output power of a laser is affected by
the overall temperature. Yulianto et al. [11] described that
with a Distributed Feedback Laser (DFL) with an operation
wavelength of 1550 nm the slope of the output power was

-0.33 mW/◦ C. Additionally, also the wavelength is varying by
the laser temperature with a slope of 0.094nm/◦ C. Transfer
to the automotive LiDAR system would result in a possible
decrease of the maximum operation distance. In the worst
case, this would vary during operation based on the current
temperature that is mostly influenced by the current weather
conditions.
Volatile Memory such as Random-Access Memory is necessary to cache sensor data as well as computation results.
Especially for LiDAR big on-chip memory arrays are needed
[12]. Maksymova et al. [13] described that the amount of data
that needs to cached depends on several key parameters of the
LiDAR system such as image and range resolution, frames
per second, sampling frequency, and others. The last trend
in the automotive domain is to use for highly computational
tasks consumer modified hardware components such as the
Intel Atom A3900 [14]. In the A3900 datasheet [15] the supported memory technology are DDR3L/ECC and LPDDR4.
The DDR3L/ECC technology is the same technology that
are used in business servers. For Dynamic Random Access
Memory (DRAM) technology several research studies are
already available that are describing potential soft errors,
transient errors and failures in these modules and counter measures [16]–[19]. Especially the large-field study of Schroeder
et al. [19] must be emphasized that describes a study of
DRAM errors within two years considering multiple vendors,
generations, technologies and capacities. Most of the annual
incidence errors that appeared were corrected by the internal
Error Correction Code (ECC) but there were about 1.3% of
uncorrectable errors per machine and 0.22% uncorrectable
errors per DIMM. An interesting fact is that temperature does
not impact the incidence of memory errors but utilization does
[19]. This results in the requirement to consider the utilization
of the volatile memory module of the LiDAR system.
In general, fail-operational behavior of safety-critical embedded systems can be achieved by introducing redundant
subsystem design and diversity, as described in the IEC 61508
safety standard of Electronic systems [20]. Fail-Operational
behavior is particularly important for systems that do not
have the possibility of a mechanical fallback. For that specific
systems novel system design approaches have been introduced
such as the 2-out-of-3 architecture. In this case, three independent systems perform the same tasks and a voting system
decides about the correctness of the output [9]. But there
are also researchers in the field of fail-operational systems
that are enabling this function by introducing a dynamic
configuration of their system [21], [22]. For that reason, we are
inclined to take the path of dynamically reconfiguring the 3D
Flash LiDAR system during operation, in case of failure, and
enable a continuous performance of the system to keep up the
overall automated driving service as long as needed to prevent
any fatal damages. Additionally, we want to decrease the
possibility of material fatigue of the components and increase
the mean-time-between failures. This will increase the overall
safety of the whole system as well as decrease possible costs
caused by guarantee services.

III. FAIL -O PERATIONAL 3D F LASH L IDAR S YSTEM
This Section gives an overview about the novel developed
fail-operational 3D Flash Lidar system architecture that supports automatic degradation in failure cases as well as to take
care of safety-critical hardware parts to extend lifetime.
The main focus of the novel system architecture is to
determine on a safe behavior in any possible situation. For this
purpose, we identified that one of the worst scenarios is driving
with high speed on a highway, fully-autonomous and the driver
is distracted while the Lidar system is losing environmental
perception. In this particular situation, the vehicle is not able to
recover from this situation on its own. Traditionally developed
vehicles that rely on the driver as a backup system would
cause a crash with all consequences such as harmed passengers
or worse. Modern vehicles with functionalities that consider
self-driving behavior such as Adaptive Cruise Control (ACC)
require higher standards for safety-critical components such
as fail-operational behavior. For this reason, we decided to
develop a novel system architecture for an environmental
perception system that is based on Lidar that fulfills the
requirement of a fail-operational behavior and is able to
degrade functions in specific context such as driving in an
overcrowded city or on a highway.
A. System Architecture
In Figure 4 an overview of the novel fail-operational 3D
Flash Lidar system architecture can be depicted. The system
is divided in two main parts:
•

System Control
This sub-system is handling the configuration of the

overall system as well as controlling the overall failoperational processes and application.
• Memory Manager
The Memory Manager is responsible for storing data on
the memory and continously checks integrity of individual memory blocks.
The system receives raw input data from the 3D Flash Lidar
system to the Memory Manager. The Memory Manager is
able to disable specific memory blocks in case of failures
and this allows a longer lifetime of the system because faulty
memory blocks can be disabled and does not infect higher
layers of the processing chain. This data is processed by the
application that is fetching the data from the memory. The
system controller can be configured by external configuration
with focus on preserving memory faults and temperature
caused faults. To achieve these targets the control system is
able to modify frames per second of the output data, frequency
of the processor or resolution of the output image.
1) Preserving Memory Faults: As we have described the
common problem with worn out EMMC chips from Tesla
vehicles in the Section about Related Work clearly depicts
that memory faults could be one of the most common faults
for future fully-autonomous vehicles that are using centralized
computation platforms for computational tasks [23]. To prevent this circumstance the novel system architecture focuses
on this specific problem by enabling an automatic degradation
mode for memory faults.
The novel memory monitoring system can be depicted in
Figure 5 and is storing the raw data from the 3D Flash Lidar
system into the memory block according the index array.
Any fault inside the memory block that gets detected triggers

Fig. 3. Graphical Control Interface that depicts the current live camera data, settings, and current monitoring data.
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C. Graphical Control Interface
The novel system-architecture offers a TCP/IP interface
which offers a service providing environmental perception data

Camera

Fig. 8. Test run of a an average commuter route between Graz and Hartberg and the related monitoring data.

as well as monitoring data to external systems. As a client we
have developed a Graphical Control Interface (GCI) as seen in
Figure 3 that displays the current live data from the 3D Flash
LiDAR system as well as current safety-critical sensor values
such as temperature, frame rate, memory usage, and CPU
frequency. The GCI also provides settings for testing specific
usage scenarios of the whole platform to derive behavioral
patterns such as temperature trends and CPU throttling.
IV. R ESULTS
This Section describes the results of the novel failoperational 3D Flash Lidar system architecture that enables
the degradation of the environmental perception functionality
and enables a safe driving for SAE Automated Driving Level
4 vehicles.
Figure 3 clearly depicts the graphical monitoring system
of the novel implemented system-architecture. On the left
side, the current environmental perception data (Depth Image
and Gray Image) can be seen and is continously updating
with a specific frame rate. The target frame rate can be
specified in the upper section of the GCI as well as the
maximal targeted temperature and the preferred resolution
including the minimum allowed resolution. This resolution can
be adapted according driving scenarios such as urban areas
or highways. Additionally the framework allows to ingore
individual parameters such as temperature, resolution or frame
rate. In the middle section of the GCI the current sensor values
of the overal system architecture temperature, frame rate of the

live 3D Flash LiDAR data, CPU frequency and memory usage
can be seen. On the right side is the memory fault injection
module that is able to disable a specific amount of memory
blocks for testing degradation and fail-operational behavior
considering memory faults.
The novel system architecture was tested with the integrated
realistic scenario simulation with a virtual test run between
Graz and Hartberg. The route was separated into specific sections with meta information about road type and speed limit.
Generally these values would be provided by additional ADAS
that are common available in middle-class cars nowadays.
In Figure 8 the route is shown on a map as well as
the resulting monitoring results of the test run. The main
focus in this scenario was the strict adherence of the specific
system architecture temperature of 70◦ C because temperature
is one of the most crucial parameters for reliability. Higher
temperature directly results in lower reliability and higher FIT
Rates. Higher FIT Rates could potentially degrade the overall
Automotive Safety Integrity Level. The temperature diagram
clearly depicts that this limit was strictly adhered by the system
architecture by dynamically adapting the CPU frequency of the
computation platform as well the frame rate of the 3D Flash
LiDAR sensor.
V. C ONCLUSION
In this publication we have introduced a novel failoperational 3D Flash LiDAR system architecture. The architecture enables the system to dynamically adapt specific

parameters to strictly adhere safety-critical parameters such as
temperature.
In Section III we have described the general systemarchitecture and implemented built-in self tests. Considering
the last trends in the automotive industry of using EMMC
memory and the resulting faults [23] we have integrated a
memory fault injection module that is able to simulate faults in
multiple memory blocks to test the direct and indirect impacts
of these failures. The resulting degradation of the system by
adapting the environmental perception data resolution shows
that the scene still could be properly interpreted by higher
level computer vision algorithms as seen in Figure 6.
The test scenario of an average commuter route test run
between Graz and Hartberg that is described in Section IV
clearly indicates the effective performance of the dynamic
degradation of the platform considering specific safety-critical
parameters. In this case, we have set the limit of the general
system architecture temperature range because this is one
of the most crucial parameters for reliability for hardware
components.
In the next few years, vehicles will perform the transformation from SAE Automated Driving Level 3 to 4 and this
will require higher safety standards because of the absence
of a human driver that is able to retake the driving control.
For this reason, reliability and fail-operational behavior will
become to the most important parameters for the general
safety of road vehicles. The novel introduced fail-operational
3D Flash LiDAR system architecture proves feasibility and
gives an overview of a possible solution for safety-critical
environmental perception sensors such as LiDAR.
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