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Core Principles

» Usable for public and private services
» 350+ applications

» Voluntary and free of charge
» For citizens
» For services (public and private)

» Technology neutral
» Smartcards or mobile phone
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Core Functions

» Unigue and persistent identification

» Rootet in Population Register or Supplementary Register

» Sector-specific identifiers (vaguely compare to NL polymorphic IDs)
» Qualified electronic signatures

» Already during login, but also for forms and transactions

» ,Security Baseline” of technical requirements
» Electronic representation, mandates

» Between natural or natural and non-natural persons

» Bilateral or based on authentic sources (cf. eHerkenning)
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Thoughts on getting users

»  Our experience since 2005

» Support technologies that users already have
— Available on the main (mobile) platforms
— New technologies supported as option early, mandatory with coverage
— Avoid requirements that (non-EU) players need to / might not follow
» Just one LoA (high)
» Easy enrolment for the user
— Several options until 2022
— ID Austria during passport issuance (or ID card, which isn't mandatory!)
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Development of elD in Austria

_ Legal Basis = e
E-Government Act N _ @ Notification
Revision of Legal Basis = EU OJ04/2022
Incorporating experience,

— . . . basis of ID Austria
Political Decision s of ID Austr
Government Council o b/ Full Transition to
_ Mass-Tokens - @’ﬂ ID Austria T
Bank cards, health c. . H - O
Az Signature Mobile elD existing elD
Mobile-Signature | ——, ID Austria ‘ discontinues in 2023
_ Pilot Projects as SSCD (QSCD) Pilot parallel |
Specifications, to existing elD ‘.
membership cards P
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Development of elD in Austria

Citizen Card , Mobile-Signature
Since 2003/2005, discontinues in 2023

- . - — Cuoro vy s rruociw

ID Austria
Since 2020/21, develops
existing system further
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Citizen Card and Mobile-Signature

v

Voluntary elD introduced in 2005
Defines function, not the technology

v

» Sector-specific, persistent identifiers
» Qualified Electronic Signatures
» Electronic representation, Mandates

v

Several tokens the citizen has from the beginning
» Smartcard: Banks, health insurance, professions, but not: the ID card

> Mobile: A1 Signature (bis 2008), Mobile Signature (from 2010)
Since 2020, Focus on mobile devices (low smartcard take-up)
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Active elDs — mobile vs. smartcards

Austria: Active e-cards and mobile elD

» Active users
» 3.1 mio. active mobile
» 10 k e-cards (eol)
» 70 k profession’s cards

» About 3 k activations
per day

» Peaks of 30 k per day
(Covid vaccination cert.)

- A—S IT European Digital Identity meet-up, Novemvber 4th, 2022 | 10



Short-term frequency-drivers

Referendum (2018 » Green Pass (2021

Activation Daily activations of Austrian mobile ID
(Cov-19 lockdown ends May 19th, elD access to vaccination certificates)

Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo.
5.4. 12.4.19.4.26.4. 3.5. 10.5.17.5.24.5.31.5. 7.6. 14.6.21.6.286. 5.7. 12.7.19.7.26.7. 2.8. 9.8. 16.8.23.8.30.8. 6.9.

Mo. 29.10.

Daily use of Austrian mobile ID
(Cov-19 lockdown ends May 19th, elD access to vaccination certificates,
download of EU-conformant cetificates from June 20th)

Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo. Mo.
5.4.12.4.194.26.4. 35. 10.5.17.5.24.5.31.5. 7.6. 14.6.21.6.286. 5.7. 12.7.19.7.26.7. 2.8. 9.8. 16.8.23.8.30.8. 6.9.

Mo. 29.10.
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Monthly Use

Monthly use of Austrian mobile elD

» Highest activity in
January to Aprill
» Peaks during Covid
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Experience with existing system

» Low take-up of smartcards
» still used in managed environments (notaries, lawyers, ...)

» Good take-up of mobile elD
» Using remote QSCD (server-side HSM)
» Technological evolution: SMS-OTP, QR-Code, SE/TEE

» In a voluntary system simple enrolment is key
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New Developments

»  New ,ID Austria” since 2021 in Pilot Use (~500 k users)
» Takes experience collected since 2005 into account

»  Remote-QCSD (low smartcard use)
— mainly smartphones, but also FIDO or smartcards (inclusiveness, accessibility)

»  Single-device use under mobile-first strategy (using secure element / TEE)
» eGov/mGov App oesterreich.gv.at

» Desktop or Smartphone

» Mobile-First

» elD Integration

» |D Platform for offline use

—
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Technologies

» IdP and QSTP operate HSMs

» Crypto-binding with crypto-hardware the citizen holds
> Smartphone with hardware-backed keystore, biometric or PIN
» FIDO token, L2 certified plus user verification and HW-keystore
» Smartcard

» 3 factors for full authentication (e.g. eIDAS case)
» User password plus possession plus biometric or PIN
» But also simplified re-authentication (e.g. SSO)
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In Action /Il

= Osterreich offnet, X +

8 oesterreichguat

@ AITSIGAST @ RPSigTool @ SIGNATUR MAPPE
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Apps @ SEMPERSI

"= oesterreich.gv.at Coronavirus

Osterreich 6ffnet!

Testangebot.

Alle
Informationen
zum Griinen Pass

fiir Geimpfte, Getestete oder
Genesene

+

Sicher! Mit dem Griinen Pass fiir Getestete, Genesene oder Geimpfte.

Hier finden Sie alle Informationen zu den Offnungen, der Corona-Schutzimpfung und dem
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Infos zur Initiative "Osterreich
Infos zur Initiative "Osterreich testet”.
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Leseliste
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= Anmeden bei cestereichgrat’ X
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Deutsch  Englisch
= oesterreich.gv.at
Anmelden bei ,0esterreich.gv.at®
Mit Ihrer Anmeldung stimmen Sie 2u, dass ,oesterreich.gv.at* auf hren Namen, Ihr
Ihr bPK (bereicrsspeaifisches nen) .. 2ugreifen darf. ~

Eindeutige I0: https://secure.oesterreicn,gv.at/auth/sp/Metadata

Folgerde Attiibute 2u Ihrer Person werden angefordert:

Vorname
Nachname

Geburtsdatum

Bereichsspezifisches Persorenkennzeichzn (bPK) fir den Bereich: ZP-MH

Weitere verschlisselte bereichspeifische Personenkennzeichen (bPK) fur die Bereiche: JR,

%, SV, WT-UR, ZP, ZP-TD, 2U, FN-1957383, FN-204719h

Ausstellerland

Datenschutzerklarung von oestarreich.gu.at”

@ Anme.den mit Handy-Signatur
G Anmelden mit EU Login

:: -| Anmelden mit ID Austria

Wasist die ID Austria (elzktronischer
eis)?

ken=ZXIKaGJHYZIPaUprYVhJaUxDSmxibU 1pT2IKQk1USTRSMESOSWAWLISER2 1w LB 38 w) Bo@P &N 3

Leselte
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In Action |1/l

2nd factor (possession)

= Anmeldenbei cestereichguat’ X 4 e -~ B X
<« C @ eidoesterreichgu.at/authtiandler/public/secure/auth/start?token=ZXIKaGIHY2IPaUprYVAJaUxDSmyibU TP T2IKQKIUSTRSMESOSWAWLiSER2Tw.. [0 8 or % @ © @ & #» @
HoApps @ SEMPERSI @ AUTSIGAST @ RPSgTool @ SGNATURMAPPE @ ASITIRA @ BERCKTGL wa ASSIT B Connecting furope.. 6 BlusAnt @ A-SIT—WordPress » | @ Leseisid

= oesterreich.gv.at

Anmelden bei ,oesterreich.gv.at«

g'IRUST

infach sicher

Benutzername/Mobiltelefonnummer:

............. B

[ Eigenes Fe

1415 ®

= Aktuelle Signatur

oesterreich.gv.at
Vergleichswert: 72 FjE4vq8.J

Anzahl Dokumente: 1 Dokument

Dokumente anzeigen

Unterschreiben

1st factor (password)
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< A-Trust Handy-Signatur

Anmeldeinformationen

Anmeldung an: oesterreich.gv.at.

| Die folgenden Attribute werden im Zuge dieser
i Anmeldung angefordert:

fiir den Bereich: ZP-MH
Ausstellerland

Nachname
Vorname
Geburtsdatum
| Weitere verschlissel ezwﬂsche
Personenkennzeich N ir die Bereiche: JR,
| osvwrrze U, FN-195738a, FN-
04719h

2 %3
| Gliltigkeit zur Freigab Attribute:
{v0N:16.06. o
[bis: 16.06 5 e

Technisché'Parameter

1Apphkancns 1D
https:/secure.oesterreich.gv.at/auth/sp/Metadataj
Landeskennzah!

AT
| Authentifizierungsdaten - Prozess-ID
| 98208785 db8f-452-8ccb-00305859¢168

3rd factor (biometrics)

Unterschreiben und
abschicken

“oesterreich.gv.at"
1 Dokument

Unterschreiben und abschicken

@ Sensor berihren

ABBRECHEN

e 4B82%
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Architecture

Austrian lDAS Node QOTsP
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Operators

elDAS Node:

= Federal Ministry

= Federal Ministry

| Connector
k.

QTSP:
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ID Platform

» Generic mobile framework for various ID documents

» Started with digital driving licence

» Based on ISO/IEC 18013-5

» Launched 2 weeks ago, 100 k issued
» Onboard in less than a minute

» ID Austria identifies user in driving
icence register
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Plans on EUDI Wallet

» Migrate both ID Austria and ID Platform to EUDIW

» ID Austria for Online Use Cases
» |D Platform for Offline Use Cases

» Convergence of ID Austria, ID Platform and eGov App
» In support of Mobile First strategy
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elDAS Challenges for AT

» Authentic Sources
» Equivalent recognition of QEAA and authentic sources (registers)
»  Online access to registers essential in the Austrian system

»  Online and Offline Use

» Same functions don't work in the AT system (e.qg. sector-specific id)

»  Seamless migration of users (3 mio.)
» Using devices citizens have
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Summary

» Austria has introduced elD in 2005

» Voluntary, technology-neutral, privacy-enhancing
» Just mobile ID successful

» Revision through ID Austria
» Pilot since 2021, full migration in 2023
» Based on remote-QSCD, central IdP and authentic sources/once-only
» Mainly smartphones, smartcards / FIDO for inclusiveness
» ID Platform complements
» Started with mobile driving license, further to follow
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