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Digital ID in Health — where needed?

> Online
» Patient access to portals, electronic health records
» Health Care Provider access and data provision

» Offline / Presence
» Patient at point of care

» Backoffice
» E.g., combine episodes with clearance in hospital information systems
» uses identifiers and attributes provided with no patient interaction
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Online Example Austria: ELGA

» Introduced 2015 -
» Patient summary Wm»»

» Electronic vaccination
card

» Patient access with elD
» on her own behalf, or

Mein e-Impfpass

Elektronischer Impfpass
[ Erzeugt am 19. Juni 2022 um 17:37 Uh | Version: 27

DI Herbert Leitold Auftragsliste

Startseite e-Befunde e-Medikation REEINNGHEHE ELGA-GDA ELGA-Teilnahme  Protokoll

Griiner Pass PDF anzeigen

» including representation
by others!
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Online Example Austria: HCP Access

» Authenticate using © GesunDrero. s

Offentliches Gesundheitsportal Osterreichs

> National elD .
» HCP reqistry provides

professional role

login for GDA with a Citizen Card / a Mobile Phone Signature

» E.g. used to upload ®
Covid test results =: =

» ... which a citizen then
can gets her/his elD

To log in with Citizen Card, you need a local citizen card setting.
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Offline example Austria: e-card

» Introduced in 2005 .
» Issued to each citizen ec,a
» Issued by the Austrian o

social security system %

» Basis for oo
» getting care (accounting)
» ePrescription
» EHIC
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Recent success: EU DCC

» Introduced under the -
. . Den Gruinen Pass .
pandemic’s time digital aufbewahren -
constraints Se——_"

und direkt aus der
App vorweisen

» High-volume

» Boosted national elD po—
@& App Store

JETZT BEI

® Google Play

» Privacy at verification

C (N
']
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- |

Griiner Pass
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The challenge: Cross-border

Estimate of EU27 cross-border users/year x 10 000

» Health is a national cross border
competence SRS, |

E1 Work permit Application

> Some exceptions like [ semmmme —— ]

Directive 2011/24/EU Register for Legal Aid

Register real estate purchase

Register a death

B h | h ! | Order a birth certificate

) ut e a t C a re I S a S O Applying for a driver's licence
Vehicle taxes payment (special declaration)

Enrol as a student

a citizens’ concern, e D domnt
irrespective any borders o m we we we  m

x10000

M Estimate of EU27 cross-border users/year

Source: European Commission, Study on Analysis of the Need’s for Cross-Border Services
and Assessment of the Organisational, Legal, Technical and Semantic Barriers, 2013 (1)
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Started with Large Scale Pilots

0
» ePSOS (2008-2014) [ @, making
. : epSOS healthcare
» ePrescription and patient summary e | Detter.eu

» STORK (2008-2011)

» Liaison with ePSOS to discuss elD x .
making

»  STORK 2.0 (2012-2015) STORK | access

smarter.eu
» eHealth was one elD pilot

»  eSENS (2013-2017) @ L

» Building block consolidation sens | forward.eu
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eHealth Governance

» eHealth Network

» Established under patients' rights in cross-border healthcare Directive
» National health authorities collaborate and issue guidelines to reap
benefits of European eHealth systems and interoperable applications
» Technical IOP Subgroup
» Assists the eHN on interoperability aspects and gives policy advice

» Inter alia responsible for the architecture and technical specifications
of the EU Digital COVID Certificate

» Also works on electronic identity
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MyHealth@EU
i

» MyHealth@EU is the
existing infrastructure
that connects healthcare prowders
In Member States. It allows them
to exchange health data such as
Patient Summaries and ePrescription.

» To be extended by lab results,
iImage reports, discharge reports.
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RE T EQEEL

Source and gratitude to European Commission, DG SANTE.
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Some common goals of MyHealth@EU

: To support continuity of
( '@ care when people R
= exercise their right of \

- freedom of movement .

To provide appropriate
and usable tools to
health professionals and
to patients

|1y

oo«
Y

To ensure data <
protection and security

Source and gratitude to European Commission, DG SANTE.
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To ensure stability and
further development of
services, and make
people aware of them
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Current HCP coverage in MS

MS Hospitals
CcZ 15%
EE

ES 10%
Fl

FR 100%
HR 100%
LU 100%
MT 94%
NL 1,7%
PT 7,5%

Pharmacies

100%

100%

100%
100%

0.03%

Other POC

13%

100%
100%

Source and gratitude to European Commission, DG SANTE.
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Approximate timeline subject to change
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European Digital Identity Framework

» Proposed under elDAS Revision /_

» EUDI Wallet to be issued by MS o | [z (g | e
[

» Toolbox process to define the e =
technical basis by fall 2022

» eHealth is one of the use cases \ (i
that define requirements =l

» Large Scale Pilots to validate Framenort. Outine ey 0

the Architecture Reference Framework
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How can the EUDI Wallet serve eHealth?

» MyHealth@EU provides a service infrastructure in production

» Still some practical issues, e.g. with ePrescription
» Manual entry of patient identifiers at the pharmacy
» Time-consuming, error-prone and different identifiers in MS

» EUDI Wallet can provide authentic person-identification data
»  Complements the ongoing efforts by digital identity
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Patient Identification today

» HCP needs to know what ID is needed by the home-country
» May also need a prescription Id and dispensation PIN

— Front side
= : PORTUGAL
L T
Surname
. 4————- Given name
RS RN S

o ovew
onusnr PZCRELT TR )
@ ACEIAATURA 30 TITULAR MOLLER'S SCNATRE = .U
. s | Personal code for Versus side
SN identification
L [amrap—
NN MANUEL LOPES FONSECA COSTA
- ANA MARIA SANTOS FONSECA COSTA
R a “l."o‘?l'anwll'.‘- m AOUTENTE (5 Sal0E
! 208581430 S1860584510 “ [ 05604258 | 4—— NHS patient id

I<PRTBB2B43B70<<<<<<<<<<<<<<<K
7106118F1003134PRT<<<<<<<<K<<<6
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What is discussed with EUDI
S S C S S New New transaction
service _—
< HCP system / Communication Existing | Existing MyHealth@EU
R ePrescription portal through element | transaction
Prescriber, Country A NCPeH MyHealth@EU NCPeH
_ inti (Q)EAA = (Qualified) Electronic Aftestat f Altribut
1-Issue prescription country A 6 - Fetch prescription country B (QTSP — (Qualiod) Trust Sorvco Provider
. . PID = Pe@un Identifier
2 - Send prescription | 7 - Update 7-Send dispensation EESfﬁ'ey;"n%CZ?ﬂmme,
(nationally | dispensation o
standardised) | information 6 - Fetch prescription
7 - Send dispensation
Trust Service Providers
y Kk~ | PublicKey |
e Interf 2 Updat
. Update signing keys Gateway Fetch signing keys si’;n;: Pharmacy @
eHealth ePrescription- Gateway keys system dh
authority eDispensation e e (RP) ZhégmaCng COl_Jfﬂtry B
i QR cod - Scan and verify
service o 3 - Send signed 4 - Show QR code o barcode
prescription (token) (+ present an ID) -
o -~
Diperes L) Comfars Prescriptions Diplomas (R s
Education and and [
- i share obtain
authority D|plolma (QEAA EUDI Wallet app (QEAA End user (patient)
Service and PID and PID
Driving licenses Other (Q)EAA
- S esEes E Provide identity of -~ .. Issue EUDI Wallet
raffic i the Wallet user .-~ S
authority Driving license 2 .

service

PID provider

Wallet provider
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Source: EHN Technical IOP Subgroup in
collaboration with the elDAS Expert Group
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Summary

» elD in eHealth common practice in many MS
» eHealth, however, has a cross-border dimension
» MyHealth@EU provides a sound service infrastructure

» The EUDI Wallet can bridge a gap
» interoperable online authentication
» offline identification data provision (cf. ePrescription)

Large Scale Pilots on the horizon to validate the concepts

~
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