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ABSTRACT

The growing interconnectedness of computer systems has led to the
need for a flexible approach to trust management. Many countries
operate trust schemes to enable the automated assessment of the
trustworthiness of information. But this assessment remains a chal-
lenge if the information was issued in a foreign trust scheme. An
issue is the lack of a root of trust shared between the trust schemes.
Other challenges are the heterogeneity of trust models used by
entities operating in different legal and cultural environments.

In this paper, we present a novel approach to facilitate the inter-
operability between different trust schemes. In our approach, trust
scheme operators take legal agreements that exist between two
countries and publish them as a machine-readable trust recognition.
Additionally, a scheme operator codifies the rules for trust recogni-
tion of the other scheme in the form of a trust translation. Using this
information, a trust verifier maps trust data from the other scheme
into its own scheme. This allows a verifier to automatically process
transactions from other trust schemes in a trustworthy way.

CCS CONCEPTS

« Security and privacy — Trust frameworks; Authentication;
Key management; Access control; « Applied computing — Elec-
tronic commerce.

KEYWORDS
Trust, Trust Schemes, Interoperability, Global Trust Management

ACM Reference Format:

Stefan More. 2023. Trust Scheme Interoperability: Connecting Heteroge-
neous Trust Schemes. In The 18th International Conference on Availability,
Reliability and Security (ARES 2023), August 29-September 01, 2023, Ben-
evento, Italy. ACM, New York, NY, USA, 9 pages. https://doi.org/10.1145/
3600160.3605046

1 INTRODUCTION

Trustworthy identification is a crucial concept in electronic trans-
actions. For example, to establish liability in a business transaction,
a service provider (SP) needs to determine the identity of their busi-
ness partner. Trust schemes are used to support SPs in assessing
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the trustworthiness of the identifier of some entity. Further, trust
schemes are also used to establish trust in electronic transactions
issued by such entities.

To do so, the SP uses an automated trust verifier. The trust veri-
fication process starts when the service provider receives a signed
attestation.

Challenge 1: To know if the attestation has any legal value, the
verifier needs to check if it was issued by a qualified issuer (i.e., if
the issuer is accredited by this trust scheme). This is a challenge
if the issuer is qualified in a different trust scheme than the one
the verifier trusts. Since there is no common root of trust between
the schemes, the trust scheme authorizing the issuer is not known
to the verifier. Thus, the verifier has no information about the
trustworthiness of that issuer. Consequentially, the attestation has
no value for the verifier.

In some cases there is a legal relationship between two trust
schemes — e.g., atreaty between two countries, or some other form
of recognition. In that case, the verifier needs to learn about this
relationship. This allows the verifier to assess the trustworthiness of
the foreign issuer, but it is currently a manual process that involves
non-machine-readable information.
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Figure 1: Global trust management actors and their relation-
ship. Verifier B does not trust Issuer A authorized in the
untrusted trust scheme A.

Challenge 2: Additionally, the verifier needs to assess the con-
fidence it can have in the information provided in the attestation.
For a certificate that binds a cryptographic key to a (legal) iden-
tity, this means how sure the verifier can be about the identity of
the holder that signed the incoming document. Depending on the
trust scheme, the trustworthiness of the identity is determined by
factors such as how the holder needed to prove their identity (at
enrollment), e.g., remote or in-person.
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Since different legislations and use cases require a different qual-
ity of identity, the verifier needs to ensure that the provided attes-
tation meets their requirements. To do so, the verifier acquires the
level of trust of the attestation, and compares it with their local trust
policy. The structure and semantics of this level trust depend on the
individual trust scheme. For their local trust scheme, the verifier is
either aware of the trust levels of attestations issued by qualified
issuers. Or there is no need to know, since the trust scheme already
ensures compliance to the local laws which the verifier needs to
follow. But, this is not the case if the attestation was issued in a
different trust scheme.

1.1 Contributions

In this paper we solve these challenges with a automated trust
recognition system. We enable verifiers to automatically assess the
trustworthiness of attestation issuers from other trust schemes.
Additionally, we support the translation of trust data between trust
schemes of different types. This allows verifiers to automatically
establish trust in transactions coming from other trust schemes.

(C1) Trust Recognition: We enable trust scheme operators
who recognize other schemes as equivalent to publish this recogni-
tion in form of a trust recognition. The trust recognition can later
be retrieved by a verifier. Using this recognition, the verifier can
automatically authenticate the issuer of information, even if this
information was issued in a different trust scheme.

(C2) Trust Translation: For situations where trust schemes are
not equivalent, we provide a system to translate information about
the quality of identities between schemes. We do so by attaching
trust translation data to the published recognition. This translation
data can be used by a verifier to automatically map trust data into
a trust scheme type and semantics it understands. This enables a
verifier to work with trust information from trust schemes with a
different understanding of trustworthiness.

(C3) Reference Implementation: We provide an implemen-
tation to demonstrate the feasibility of our approach. Our imple-
mentation builds on the architecture of the Horizon 2020 project
LIGHTest. We extend LIGHTest’s existing trust scheme publication
and verification system with support for trust recognitions and
translations. Further, we enrich the trust policy system TPL with
functionalities to define translation rules. We also show how trust
translations can be encoded in machine readable form.

1.1.1  Outline. The rest of this paper is structured as follows: Sec-
tion 2 and Section 3 describe concepts relevant for our paper, with
a focus on trust schemes. In Section 4 we introduce our trust recog-
nition and translation concept, and in Section 5 we describe our
reference implementation. We conclude the paper in Section 6 with
a discussion of several aspects of our approach, and list ideas for
future work.

2 BACKGROUND

2.1 Preliminaries

2.1.1  DNS and DNSSEC. The Domain Name System (DNS) is a crit-
ical component of the internet that is commonly used to translate
human-readable domain names into IP addresses [17]. It operates
on key-value pairs of strings, so it can also be used to translate
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to other types of data, such as X.509 certificates [13]. DNS uses a
hierarchical structure to manage names, delegating the manage-
ment of specific domain names to regional registries. For example,
the German registry DENIC manages .de domains, while EURid
manages .eu domains. However, the DNS system is vulnerable to
various types of attacks, such as DNS spoofing and cache poison-
ing, that can redirect users to malicious websites. DNS Security
Extensions (DNSSEC) aims to secure the DNS system by providing
data integrity and authentication [2]. DNSSEC uses cryptographic
signatures to sign the DNS records. Similar to the hierarchical man-
agement structure of DNS, DNSSEC uses a top-down trust model
with name subordination [23].

2.1.2 LIGHTest. The EU LIGHTest project! developed a light-
weight, global trust infrastructure, which enables automatic vali-
dation of trust based on the policy of a verifier [3, 24, 27]. LIGHT-
est uses the Internet’s DNS with its existing global infrastructure,
organization, governance and security standards. LIGHTest uses
DNS to publish information protected by DNSSEC. It enables trust
scheme operators to publish information (trust data) about their
trust schemes. Further, LIGHTest provides an automated trust verifi-
cation system (ATV) which is capable of automated discovering and
retrieval of the published trust information [26]. To enable verifiers
to define which scheme they trust, LIGHTest uses the trust policy
system TPL [18, 19], which was recently extended with support for
SSI and privacy-features [1, 21] This paper builds on ideas of the
LIGHTest project.

2.1.3  PKI and eIDAS. The Public-key Infrastructure (PKI) based
on X.509 certificates (PKIX) — called web PKI - is the predominant
authentication model on the internet [6, 15]. In this hierarchical
model, the list of Certificate Authorities (CAs) — the trust store —
forms the root for trust chains binding an entity’s identifier (e.g.,
domain name) to its cryptographic keys. CAs are only considered
trustworthy if a client trusts them directly, which is usually achieved
by bundling a set of root certificates with the operating system or
web browser. While the current web PKI serves its purpose, it is
limited to establishing the binding between a domain name and a
cryptographic key.

The EU’s eIDAS regulation and technical specification [8] es-
tablishes a trust infrastructure between the EU’s member states
along with legal liabilities but is currently limited to Europe. eIDAS
uses its own PKI, where each EU member state defines a Trust
Status List (TSL), i.e., a list of all trusted certificate authorities [25].
The locations of those lists are in turn published by the European
commission in the form of a List of Trust Lists (LOTL), forming
eIDAS’ root of trust.?

2.2 Related Work

Article 14 of the eIDAS regulation provides the legal basis for a
framework for the recognition of trust services operated by trust
service providers from a country outside of the EU (the “3 coun-
try”). This is relevant if the EU and the 3'9 country have reached a
legal agreement about that recognition. Article 14 covers only trust
services (e.g., signatures and seals), but not electronic identities. A

https://www.lightest.eu, accessed on 2023-02-13
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pre-requirement for mutual recognition under Article 14 is that
the 3'd country publishes a trusted list , ideally following the same
standard as the EU’s lists (ETSI TS 119 612). If recognized, a pointer
to the 31 country list would be included in the EU’s LOTL, next
to pointers to EU member states’ lists. ETSI TR 103 684 a technical
report that studies existing trust schemes around the world and
their possible mutual recognition in the EU [7].

Wagner et al. propose a unified data model by consolidating the
data models of nine existing trust schemes [27]. It can be used to
describe trust schemes in a unified way, and to compare different
schemes to simplify mutual recognition.

The Futuretrust project [16] proposed the concept of a global
Trust Status List (gTSL) [9] to extend the EU’s TSLs to institutions
from outside the EU. This gTSL is hosted on a Distributed Ledger;
access is provided using a smart contract and write access is limited
to governmental authorities.

3 ON TRUST SCHEMES

Trust schemes help entities to automatically make trust decisions
about electronic transactions they receive. They consist of technical
standards, legal regulations, and infrastructure.

3.1 Actors

On a technical level, trust schemes are used to authenticate attesta-
tions. An attestation is a signed document containing some claims
about the holder. For example, the document is called certificate
if it attests the binding between the user’s name and their public
key (e.g., X.509 certificate). Or, it is called assertion, if it contains
identity attributes about the holder, directly used to authenticate at
the service (e.g., SAML assertions, W3C Verifiable Credential).

A simplified trust scheme consists of the following actors, also
shown in Figure 1:

e Holder: the user in possession of some attestation, which
they present to the verifier or use to sign some data.

e Verifier: a component that is typically operated by each
service provider. It assesses the authenticity of incoming
attestation by checking if the attestation was issued by a
trustworthy issuer. A issuer is considered trustworthy, if it
is authorized by a authority trusted by the verifier. Addition-
ally, the verifier checks if the attestation values match other
business logic specific rules. To do so, it evaluates the values
of the attestation against some local policy.

o Issuer: the entity that attests attributes of other entities (i.e.,
the holder) after verifying them. To do so, the issuer signs
the holder’s claims. This results in a attestation, which the
issuer sends to the holder. In the eIDAS qualified signature
use case, a issuer is called “trust service”.

e Authority: the entity that authorizes some issuer to issue
attestations, commonly the operator of a trust scheme. De-
pending on the trust model, authorities are either directly
authorized, or themselves receive their authorization from
some other authority. The authority on top of this authoriza-
tion chain is called root of trust and must be trusted by all
entities in a trust scheme.
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3.2 Types of trust schemes

A trust scheme is, among other things, characterized by the re-
quirements on how to acquire a qualified attestation. Wagner et al.
describe three types of trust schemes [27]:

Boolean trust schemes only separate between certificates that
fulfill all requirements, and those that do not. In that case, the sole
existence of a (qualified) signature on the attestation is enough
to certify that the attestation fulfills all requirements of the trust
scheme.

Ordinal trust schemes differentiate between different types of
attestations depending on the quality of trust that can be achieved.
This differentiation is represented in the form of a numeric level,
such as the level of assurance (LoA) a verifier can have about the
received information. By stating that a attestation has a certain
level, a issuer certifies that the specific requirements for that level
are fulfilled. A verifier can then specify the required level in their
policy.

Tuple based trust schemes are an even more flexible approach
to differentiate the level of trust. This is achieved by directly pub-
lishing the full list of requirements of the trust scheme, and specify
which are fulfilled by a certain attestation in the form of key-value
pairs. In the simplest form, each value is a boolean, but can also be
a ordinal level, or even a string.

For ordinal and tuple based schemes, the level or tuples can be
part of the attestation document, e.g., the certificate or assertion.
In some trust schemes, the information is instead part of the is-
suer’s authorization. For example, in a scheme using trust lists (e.g.,
eIDAS), it can be part of the issuer’s trust list entry. Thus, to assess
the trustworthiness of some information, the verifier first needs to
retrieve the authorization of the issuer.

4 TRUST RECOGNITION & TRANSLATION

In this section we introduce the concept of our approach.

When a verifier receives an attestation as part of some electronic
transaction, it first authenticates the issuer of this attestation. To do
so, it uses its local trust store to check if this issuer was authorized
by the local trust scheme authority. If this check succeeds, the
verifier can then directly check whether the attestation satisfies
the service’s trust policy. But: this authentication check fails if the
attestation was signed by an issuer that is not authorized by one of
the authorities in this trust store.

In that case, the verifier checks if there is a trust recognition
of the issuer’s trust scheme by the verifier’s trust scheme. If this
recognition exists, the verifier retrieves it, and checks if the is-
suer is qualified in the other trust scheme. Further, if the schemes
are not equivalent, the verifier retrieves the corresponding trust
translation and translates the trust data into its own scheme.

4.1 Roles of trust schemes

We name the roles of the involved trust schemes from the perspec-
tive of the translation process.

e Source scheme is the trust scheme of the holder. It is re-
sponsible for defining the authorities that in turn authorize
issuers qualified in that scheme. One of these issuers then
issues the attestation we are going to verify. The verifier
does not trust the source scheme directly.
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Figure 2: Example trust path between two trust schemes.
Trust scheme B recognizes trust scheme A and also publishes
a translation from A to B. The verifier in scheme B can use
this trust path to authenticate a attestation issued in scheme
A, and execute the translation to understand trust data from
scheme A.

o Target scheme is the trust scheme of the verifier. The veri-
fier trusts the target scheme, and uses its infrastructure to
retrieve the list of qualified issuers. Additionally, the target
scheme is responsible for publishing the trust recognition
and translation data.

For example, if country B - operating the target scheme - rec-
ognizes the trust scheme of some other country A, it publishes a
trust translation from that trust scheme A to its own trust scheme
B. From the verifier’s perspective, the “target scheme” is the home
scheme, and the “source scheme” is the foreign scheme.

4.2 Trust Recognition

If a trust scheme operator recognizes some other trust scheme, it
publishes this statement in form of a trust recognition. A recogni-
tion is published by the target of the recognition, since it represents
the authority (root of trust) for its own scheme. It is thus already
trusted by all verifiers operating in its scheme. In contrast, the au-
thority of the source scheme is not trusted by a verifier, thus the
verifier does not trust a recognition published by that other scheme.

For example, if scheme B recognizes scheme A, this is a recog-
nition (and later translation) from scheme A to scheme B (A—B).
This recognition is hence published by scheme B, as illustrated in
Figure 2.

The recognition of a trust scheme by another trust scheme leads
to a trust model with cross certifications [10, 23], as both scheme
authorities are the respective root of trust in their scheme. This
removes the need for a root of trust shared by all trust schemes.

If the two schemes are equivalent, the sole existence of the recog-
nition is already enough for a verifier in the target scheme to work
with an attestation issued in the source scheme. It can use the
now-trusted authorities of the other scheme to authenticate the
attestation’s issuer. If the schemes are not equivalent, the verifier
first needs to translate the trust data of the attestation.
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4.3 Trust Data

The trust data of an attestation specifies the requirements for trust
scheme entry. Those are the requirements that the holder needed
to fulfill to receive the attestation. Trust data is either directly
attached to that attestation, or can be retrieved by the verifier from
the trust scheme, e.g., an authority. The structure of the trust data
depends on the type of the trust scheme (see Section 3). Trust data
is encoded in different ways depending on the type of scheme and
the relevant trust scheme requirements. Also, the semantics of trust
data depends on the scheme. But, a verifier needs the trust data
in an encoding and with semantics it understands. Therefore trust
data is the subject of the trust translation process.

4.4 Translation Data

The trust translation is a function to translate trust data between
two schemes. The goal is to translate trust data of the source
scheme’s type and semantics to the target scheme’s type and se-
mantics.

The operator of the target scheme is trusted by all verifiers inside
that scheme. Since it manages legal recognition between countries,
it also defines this trust data mapping, and encodes it in form of trust
translation data. The trust scheme then publishes this translation
data alongside the corresponding recognition. As also shown in
Figure 3, the input to the translate function are trust data (issued
by the source scheme), and the corresponding translation data.
The output of the function is trust data (understood by the target
scheme).

Translation Data

Trust Data:
Example Issuer A

Trust Data:
Example Issuer A | !
IDverify: true

translate() —» HSM:  true
MFA: true

Level: 3

Attestation:

Certificate Alice

Figure 3: Example trust data translation process. The trust
data describing Alice’s attestation is translated from a ordinal
scheme into a tuple based scheme.

For publication, the translation function is formulated as a table.
Table 1 illustrates a trust translation data table for a simple transla-
tion. The first column lists all possible trust scheme requirement
combinations as trust data for the incoming attestation. In the case
of the example, the source scheme is a ordinal scheme, so this list
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consists of all possible levels. The second column maps this levels
to a set of tuples of the target scheme.

In the Table 1 example, the highest level 3 requires that an issuer
verifies the holder’s legal identity (IDverify), and that the holder
uses a HSM to store the attestation key material (HSM), and has
performed multi-factor authentication (MFA). An example transla-
tion executing this translation data is shown in Figure 3. This table
is then encoded in machine-readable form (e.g., as XML or JSON)
and published by the trust scheme.

Table 1: Example trust translation data for a translation from
a ordinal scheme into a simple tuple based scheme.

Source Scheme | Target Scheme
IDverify: true
HSM: false
MFA: false
IDverify: true
HSM: false
MFA: true
IDverify: true
HSM: true
MFA: true

Level: 1

Level: 2

Level: 3

There is only a mapping to some combinations of tuples, since
other combinations of requirements are not possible in the source
scheme. For example, in the source scheme there are no attestations
issued without identity verification. The table for the other direction
of the translation (formulated and published by source scheme)
might look different. And, multiple combinations of tuples could
be mapped to the same level.

4.4.1  Special case: equivalent schemes. If the semantic meaning
of all levels/tuples is the same in both schemes, the schemes can
be considered equivalent. In that case the trust recognition can be
published without trust translation data. But: translation of trust
data between two schemes of the same type is not automatically
an identity map, as different levels could have different semantics
in each scheme.

4.5 Translation Process

Our trust translation approach can be split into three phases: (1)
Initially, two trust scheme operators negotiate a legal agreement
and compare their trust schemes. They also agree on a translation
between their schemes and formulate this translation of trust data.
(2) The trust scheme operators encode the trust recognition and
translation in machine readable form and publish it. (3) Later, a
verifier receives a electronic transaction. To be able to verify it, the
verifier retrieves the trust recognition and translation data, and
executes the translation.

Phase 1) Legal Agreement: The preparation of a trust recogni-
tion starts with a negotiation phase between the two trust scheme
operators (e.g., two governments). The details of this phase depend
on legal circumstances, but might include a feasibility study of the
planned recognition. Further, a self assessment of the individual
trust schemes could be conducted. Next, the scheme operators need
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to ensure technical compatibility between their schemes. While
agreeing on a technical standard to encode attestations is preferable,
we discuss alternatives to this limitation in Section 6.1.

Mapping Trust Scheme Data: To formulate a trust translation, the
scheme operators then compare the characteristics of their schemes.
For example, they both map the characteristics of their schemes
to a unified data model. A possible data model for mapping trust
schemes was established by Wagner et al. [27]. Or, they use a pro-
cess like the eIDAS Article 14 Mutual Recognition check-list, which
maps the 3™ party requirements to the eIDAS requirements [4].
The result of this process is a mapping between the two schemes. If
there is a direct mapping between all tuples of the two schemes (i.e.,
the mapping is the identity map), they can be considered equivalent.
In that case, only the recognition itself - and no translation data —
is needed. If the schemes are not equivalent, a mapping between dif-
ferent trust data is created. The scheme operators then individually
formulate their mapping as trust translation data.

Mutual or Unilateral Recognition: While these steps describe a
mutual recognition of two schemes, it is also possible that only
one scheme recognizes the other. But, a trust recognition is only
possible if the operator of the target scheme can define a trust
data mapping. In a similar manner, it is possible that the schemes
mutually recognize each other, but use different translation rules.
Thus, the outcome of the first phase might differ between the two
schemes, but the following phases are performed in the same way.

Phase 2) Publication: After formulating their trust recognition,
the trust scheme operators publish it. They also encode and publish
the trust translation data. Each trust scheme individually performs
this phase. The encoded translation data is a machine readable
document in a format that all involved trust schemes understand.
The operator then signs the document to ensure its integrity and
authenticity. It uses the same public key it uses for signing the
trust scheme’s list of authorities. Next, the trust scheme operator
publishes the recognition and translation data at a location known
by all entities operating in the trust scheme.

Phase 3) Verification & Trust Translation:

The verification process starts when a service provider receives
an attestation as part of a electronic transaction.

Trust Store and Local Trust: To ensure the authenticity of the at-
testation, the verifier first extracts the information about its issuer.
It then loads its local trust store. The trust store was previously
retrieved from the trust scheme authority and contains the cer-
tificates of all issuers that are qualified in the trust scheme. The
trust store is typically signed by the trust scheme authority, so the
verifier can assess its integrity. For example, in eIDAS the trust
store is generated by retrieving the trust lists of all EU member
states and - after authenticating the list - extracting the certificates
of qualified issuers from it. The verifier then checks if the issuer of
the incoming attestation is part of the trust store. If it can find the
issuer certificate, it proceeds with the verification of the signatures
of the trust chain and executes the service provider’s trust policy.
Otherwise, the verifier proceeds to the trust recognition process.

Discover Trust Recognition: First, the verifier extracts the trust
scheme membership information from the issuer information. The
trust scheme membership information is the identifier of a trust
scheme of which the issuer claims to be a member. The verifier
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then uses this information to query its own trust scheme authority
for a trust recognition to the specified scheme. If such a recognition
exists, the verifier also retrieves the corresponding trust translation
data from the authority. It then authenticates this data using the
public key of the trust scheme. Using this recognition, the verifier
establishes trust into the source scheme’s authority.

Execute Trust Translation: Next, the verifier retrieves the trust
data of the attestation, either directly from the attestation (see
Section 4.3), or using the (now trusted) source scheme. This trust
data uses the source scheme’s format, and also follows it semantics.
Thus, the verifier cannot directly use it in its trust policy, and
needs to translate it. This translation is performed by applying the
translate function on the trust data with the previously retrieved
trust translation data. The translation process is a simple table
lookup: the verifier iterates over the list of trust-recognitions and
compare each source scheme specification (i.e., the left side of the
translation data table) with the trust data at hand. If it finds a match,
it returns the corresponding target scheme specification (i.e., the
right side of the table).

The result of this translation process is trust data in the format
of the target scheme. Since the verifier now understands the data,
it can load its trust policy and executes it on the trust data, and
thereby assess the trustworthiness of the attestation.

5 IMPLEMENTATION

We implement our trust recognition approach to study it further.
This implementation also demonstrates the feasibility of our trust
translation approach.’

Our implementation is based on the trust infrastructure estab-
lished by the LIGHTest project (see Section 2.1.2). We extend LIGHT-
est’s trust scheme publication system to enable the publication of
recognition of other schemes and trust translations. Further, we
extend the automated trust verification tool (ATV) to automatically
discover, retrieve, and authenticate trust recognitions. The legal
agreement phase (Phase 1) is out of the scope of our implementa-
tion.

5.1 Publication (Phase 2)

In phase 1, a trust scheme reached an agreement with some other
trust scheme, and encodes this agreement in form of a mapping of
trust data. This mapping is then encoded as a machine-readable
trust translation data table. In our implementation, we serialize this
table as a JSON file. This file contains a list of trust-recognition
JSON objects, where each line in the table is represented by one
object in the list. An example trust translation data encoded as
JSON is shown in Listing 1.

This JSON file is then signed, and published by the target scheme
using the LIGHTest infrastructure. As a result, the translation data
is reachable at a domain name constructed by combining the DNS
identifiers of both scheme (i.e., source-scheme._translation.target-
scheme, e.g., pof.org._translation.eidas.eu).

At this location, the (target) scheme publishes a PTR record
pointing to the DNS identifier of the source scheme. Additionally,
it publishes a URI record with a HTTP link to the trust translation

3 github.com/H2020LIGH Test/PumpkinSeedOilDemo
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data document.* The URI record is then signed using the DNSSEC
key of the scheme’s zone. In LIGHTest, the signing key used by
the (target) scheme to sign the translation data itself is already
published in a TLSA record at, e.g., _scheme._trust.eidas.eu [14].

5.2 Verification (Phase 3)

In our implementation, the service provider uses the LIGHTest
verification tool ATV to authenticate attestations. Additionally, the
SP uses the trust policy system TPL to codify its rules about trust
conditions, such as which trust scheme it considers trustworthy.
The trusted scheme is specified by its DNS identifier. In the trust
policy the SP also activates trust translations. An example TPL trust
policy with enabled trust translation is shown in Listing 2 in the
Appendix.

During authentication of an attestation, the ATV starts the TPL
interpreter with the SP’s trust policy. It then extracts the issuer’s
trust scheme membership claim (represented by the scheme’s DNS
name). If this claim matches the scheme identifier defined in the pol-
icy, the verification can proceed with the local scheme. Otherwise,
a trust recognition is needed.

In that case, the ATV queries the recognition domain name con-
structed from the DNS identifiers of its trusted scheme (target
scheme) and the issuer’s claim (source scheme), i.e., a PTR record
at source-scheme._translation.target-scheme. If a recognition from
that scheme exists, the DNS returns the the trust recognition. If
the schemes are not equivalent, a URI record at the same location
contains a link to the translation data (the signed JSON published
in phase 2). The ATV also verifies the DNSSEC signatures, and the
signature on the JSON. Iff the signature verification succeeded, the
foreign scheme is trusted. The ATV then queries the now trusted
authority of the foreign scheme for the issuer’s certificate. If the au-
thority returns the correct certificate, the issuer’s membership claim
is confirmed. Next, the ATV uses the retrieved issuer certificate to
verify the signature on the attestation.

If the schemes are not equivalent (if translation data exists on
the recognition), the ATV retrieves the issuer’s trust data from the
scheme’s authority. It then executes the translation on the trust
data. The result is trust data which the TPL interpreter can use.

The ATV concludes the process by returning the translated trust
data to the policy interpreter. The interpreter uses the data to check
if fulfills the policy, and if other business-logic specific rules are
fulfilled. It does so without the need for knowledge about the other
scheme.

5.3 Example Trust Translation

Listing 1 shows an example of trust translation data for a transla-
tion from an ordinal scheme (POF federation) into a simple tuple
based scheme (demo-eIDAS). This translation would be published
by the operator of the demo-eIDAS scheme (the demo-EC) at their
TSPA/TTA, e.g., ato pof-federation.example.com._translation.demo-
eidas.ec.europa.eu.

41f the schemes are equivalent, no URI record is needed. In that case, NSEC3 records
are used to prove the nonexistence of the URI record. This prevents an adversary from
hiding a translation, which would “promote” a source scheme to be equivalent even if
it is not.
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{
"trust-recognitions": [
{
"source": {
"name" : "pof—federation.example.com"D
"provider"B "POF"
"level"|:| "3"
L
"target"B {
"name" : "demo—eidas.ec.europa.eu"D
"provider'ﬂ "EC"
"params'ﬂ [
{

"value": "ServiceTypeIdentifier"
"name"[:] "ETSI/CA/QC"

il

"name"B "pof—to—eidas—esig”u
"creation-date"[:] "2023-02-13"
"activation-date" "2@23—02—23”D
"status"B "activeﬂu
"leaving-date"|:| "2023-07-13"

2L

[T

Listing 1: Example (unsigned) trust translation data.

6 DISCUSSION
6.1 Attestation Format

In its basic form, our approach assumes that both trust schemes
use the same standard for encoding attestations. This is required
because the verifier needs to be able to parse and understand the
attestation and the certificate of the signer. Since X.509 is an estab-
lished standard that is commonly used by trust schemes, this is a
realistic assumption [15, 27]. If another standard is used, but both
schemes are using the same format (e.g., W3C verifiable credentials),
our approach can be applied as well [22].

6.1.1  Future Work: Translation of the Attestation. If the one scheme
uses a different attestation format than the other, there is a lack of
understanding of the attestation, which is a issue for trust verifi-
cation. In that case, the verifier needs to translate the attestation
as well. To do so, it requires translation information about how to
transform the attestation from one format into the other [20]. Ad-
ditionally, the verifier requires information about how to verify the
signature on the attestation in its original format, since transform-
ing it obviously breaks the signature. This attestation translation
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information could be provided by the same party that publishes the
trust translation information.

6.2 Transitive Trust Recognitions?

Trust transitivity is a property of trust where an entity believes in
the trust assumptions of another entity about a third entity (if A
trusts B and B trusts C, then A trusts C). In the case of trust recog-
nitions this means that a verifier would not only trust a recognized
scheme, but also all other schemes recognized by that scheme. While
transitive recognitions — and even translations - are technically
possible with our approach, we note that trust recognition transi-
tivity is more complicated in terms of recognition agreements. Just
following along a transitive recognition can lead to unintentional
trust in an issuer, i.e., trust that is not covered by the recognition
agreement [5].

6.3 Governance

Any country that already operates their own trust scheme and is
interested in implementing such a trust recognition approach needs
to establish a legal framework for trust scheme recognitions. In
addition to the mapping of trust data between schemes, rules for
the operation of trust infrastructure are needed. These rules also
need to define the liability of involved parties for damage caused
intentionally or negligently.?

6.3.1 Future Work: Legal Framework. Our reference implementa-
tion builds on the LIGHTest system, which uses the DNS for trust
data publication. While the DNS has a governance structure, it only
defines rules and processes about the management and publica-
tion of standard DNS records. Using the DNS as trust scheme root
of trust has different legal implications. It thus requires that the
government of the trust scheme establishes a legal framework that
defines liability of the country registry (ccTLD) to establish trust in
the ccTLD.

For the time until interested governments establish such a legal
framework, the LIGHTest project proposes an alternative frame-
work directly between the involved parties [11, 12].

We note that it is not always necessary that a government im-
plements our approach for to provide value. For example, even
if the government of Fantasyland is currently not interested in
recognizing the eIDAS trust schemes, the business trade union
of Fantasyland could nevertheless use their own trust scheme to
publish a trust recognition to eIDAS. Since this recognition is not
published by the government, it does not have legal value. But, it
still reduces the transaction overhead between the two schemes by
supplying local business with trustworthy information.

Conclusions

In this paper, we presented an approach for trust management in a
heterogeneous environment.

We enable trust scheme operators who recognize other schemes
as equivalent to publish this recognition in the form of a trust
recognition. The trust recognition can later be retrieved by a verifier.
Using this recognition, the verifier can automatically authenticate

3¢f. eIDAS articles 11 and 13 [8]
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the issuer of information, even if this information was issued in a
different trust scheme.

For situations where trust schemes are not equivalent, we provide
a system to translate information about the quality of identities
between schemes. We do so by attaching trust translation data to
the published recognition. This translation data can be used by a
verifier to automatically map trust data into a trust scheme type
and semantics it understands. This enables a verifier to seamlessly
work with trust information from trust schemes with a different
understanding of trustworthiness.

We also presented a reference implementation of our approach
and discussed severally of its aspects.
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accept(Transaction) :-

extract(Transaction, signer_cert, Certificate),

check(Certificate, format, x509cert),
extract(Certificate, pubKey, PK),
verify_signature(Transaction, PK),
check_qualified(Certificate).

check_qualified(Certificate) :-

extract(Certificate, issuer, IssuerCert),
trust(IssuerCert, demoEidas, TrustData),
verify_service_type(TrustData),

extract(TrustData, pubKey, PkIss),
verify_signature(Certificate, PkIss).

trust(IssuerCert, TrustedScheme, TrustData) :-

print(trust_without_Translation),

extract(IssuerCert, trustScheme, Claim),
trustlist(Claim, IssuerCert, TrustData),

trustscheme(Claim, TrustedScheme).

trust(IssuerCert, TrustedScheme, TrustedData) :-

print(trust_with_Translation),

extract(IssuerCert, trustScheme, Claim),
trustlist(Claim, IssuerCert, TrustData),

encode(Claim, TrustedScheme, TTAdomain),
lookup(TTAdomain, TranslationData),

translate(TranslationData, TrustData, TrustedData)

verify_service_type(TrustData) :-

extract(TrustData, serviceType, ca_qc),

print(verified_ServiceType_as_Qualified_Cert).

verify_service_type(TrustData) :-

extract(TrustData, serviceType, ca_qgseal),

print(verified_ServiceType_as_Qualified_Seal).

Listing 2: Example TPL trust policy including an explicit
trust translation to target scheme demoEidas.
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